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Bal Matu DEVELOPCAPAT;TY
m www.DevelopCapability.co.uk — Cyber Essentials Certification Body/ISO 27001 Consultancy
- Cyber Essentials Plus Certification Body and Auditor

- TicklTplus Accredited Training Provider
- ISMS Consultant and ISO 27001 Lead Auditor Training Provider

- Background
- 6 yrs - Graduate Engineer to Head of Design Assurance (Defence)
- 2 yrs Quality Manager (Defence)
- 2 yrs — Auditor/Consultant/Trainer for an Accredited Certification Body
- 30+ yrs — Auditor/Consultant/Trainer (Contract)
- IRCA Registered Lead Auditor since 1992
- TicklTplus/1ISO20000-1/1SO27001/ISO22301/TISAX Lead Auditor
- World Lottery Association Security Control Standard (WLA — SCS) Lead Auditor
- EC-Council Certified Ethical Hacker (CEH) and Certified Security Analyst (Practical) (ECSA)
- CREST Registered Penetration Tester
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Structure < e

m Part 1 — Introduction and why a good security posture is important
m Part 2 — Security Frameworks — Examples and how they work
m Part 3 —How to use the Frameworks and also create a good security posture (Scenario)

m Part 4 — Summary
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DEVELOP CAPABILITY

(

Part 1

INTRODUCTION
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Why should we optimise our Security Posture? e

m A good Security Posture will address

m Not only the
- technical aspects of information security

Critical
Assets

m but also the
- physical, cultural and behavioural aspects

Training for
all levels

m and demonstrate
- effective leadership and governance

SECURITY
POSTURE

Learn from
incidents

Leadership
and
governance
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World Economic Forum (WEF) — 2024 Global Risk Report f/w’;

+ 39% of respondents believe cyberattacks present a material crisis on a global scale in 2024

FIGURE B @ Current risk landscape

ict up o ive nsks that you bebeove are most ikely (o present a matenal cnss n a giobal

Risk categories

l crvironmenta
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l Technologica
1u 2M 3 L) 4!\ 57«
Extreme weather Al-generated Societal and/or Cost-of-living crisis Cyberattacks
misinformation political polarization

and disinformation
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ENISA Threat Landscape 2023 - Prime threats

ENISA is the European Union Agency for
Cyber Security

Ransomware and threats against availability
ranked at the top during the reporting period

Phishing is once again the most common vector
for initial access.

Further professionalised As-a-Service
programmes (eg Phishing-as-a-Service (PhaaS).

Business and Vendor e-mail compromise (BEC,
VEC) remains one of the attacker’s favourite means
for obtaining financial gain.

Increase in supply chain attacks and use of
employees as entry points. Continue to target
employees with elevated privileges, such as
developers or system administrators

m https://www.enisa.europa.eu
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. . () DEVELOP CAPABILITY
What is Security Posture -

m It's a measure of how well an organisation can predict, prevent, and respond to threats.

et
Top tips for staff

W

‘Weicome to this training on cyber security!
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Part 2

SECURITY FRAMEWORKS



Many Frameworks -

m Cyber Essentials and Cyber Essentials Plus — focus is on risk from internet controls are mandated
m |[SO 27001 — broader (includes risk from internet) but organisation sets own acceptable level of risk
m NIST CSF —risk based — catalogue of outcomes — Function-Category-Subcategory-Info Refs

m TicklTplus — ISO 9001; ISO 20000-1 and ISO 27001 as one Integrated Management System

CYBER oﬂ“"‘
ESSENTIALS GOVERY

& NIST
| ‘1‘{_;;:“" Cybersecuri
" Framewo k
i

plus

CERTIFIED
PLUS

DETECT
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Cyber Essentials Scheme Requirements ——

m UK Government backed scheme that will help any size of
organisation, protect against the most common cyber attacks

m Scheme owner is NCSC

m Focus is on risk from internet, controls are mandated
m Firewalls
m Secure configuration
m User access control
m Malware protection

m Security update management/patching
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ISO 27001:2022 ————

PLAN DO CHECK

8
Operations 10 Improvement
Operational |__|Nonconformity and

| planning & control corrective action

Continual
improvement
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CE v ISO 27001 Comparison - Requirements oeveLoP caPABILTY

Cyber Essentials Scheme

m Risk Assessment — By Scheme
owner - NCSC

m Controls — 5 technical control themes
- firewalls, secure configuration, user
access control, malware protection
and security update management

m Two levels

- Self-declared level (CE Verified Self-
Assessment)

- An independently tested level (CE Plus)

© Copyright Develop Capability Ltd 2022
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ISO 27001:2022

m Risk Assessment — By Organisation
being assessed

m Controls — 93 technical controls
divided into 4 categories
Organizational, People, Physical,
Technological. Sections 4-10 covering
Management System Requirements
covering Plan-Do-Check-Act)

m Accredited Certification based on
process effectiveness checks (no
actual testing by the Auditors)

13



Comparison - Controls

Cyber Essentials Scheme

© Copyright Develop Capability Ltd 2022

Focus is on exploitable vulnerabilities and
weaknesses within an organisation’s
infrastructure through the internet

External vulnerabilities (all TCP/UDP ports for all
external IP addresses)

End User Devices for vulnerabilities
Effectiveness of malware protection
Effectiveness of security while browsing
Cloud services — use of MFA/2FA

User/Admin account separation

Bal Matu — Develop Capability Ltd

DEVELOP CAPABILITY

(

ISO 27001:2022

Risk Methodology is selected/defined by the
organisation

Risk Assessment determines level of risk based
on information assets, threats and vulnerabilities

Create a risk treatment plan and define risk
treatment/acceptance criteria

Statement of Applicability justifies inclusion and
exclusion of the 93 controls listed in Annex A

Demonstrate the effectiveness of the
management system and justified controls using
objective evidence

14



NIST - CSF (’w

m The CSF 2.0 is organized by six
Functions — Govern, ldentify,
Protect, Detect, Respond, and
Recover.

Cybersecurity
Framework

DETECT

https://www.nist.gov/cyberframework
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NIST - Cybersecurity Framework 2.0 ————

m The CSF 2.0 is organized by six Functions — Govern, Identify, Protect, Detect, Respond, and
Recover.

m CSF Core - A catalogue of high-level cybersecurity outcomes that can help any organization
manage its cybersecurity risks.

m CSF Organizational Profiles - A mechanism for describing an organization’s current and/or target
cybersecurity posture in terms of the CSF Core’s outcomes.

m CSF Tiers - Can be applied to CSF Organizational Profiles to characterize the rigor of an
organization’s cybersecurity risk governance and management practices.

https://www.nist.gov
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NIST - Cybersecurity Framework

| DEVELOP CAPABILITY

= odl

Function Category Subcategory Implementation Examples
GOVERN (GV): The Organizational Context (GV.0OC): The circumstances —
organization’s cybersecurity risk issi takeholder expectations, dependencies, and legal,
- regulatory, and contractual requirements — surrounding the
management strategy,

expectations, and policy are
established, communicated, and
monitored

organization’s cybersecurity risk management decisions are
understood

https://www.nist.gov

GV.0C-01: The organizational mission
is understood and informs
cybersecurity risk management
GV.0C-02: Intemal and extemal
stakeholders are understood, and their
needs and expectations regarding
cybersecunty risk management are

Exl: Share the organization’s (e.g., through vision and
statements, marketing, and service strategies) to provide a basis for identifying|

risks that may impede that mission

Exl: [dentify relevant intemal stakeholders and their cybersecurity-related
expectations (e.g., performance and risk expectations of officers, directors, and
advisors; cultural expectations of employees)

Ex2: [dentify relevant extemal stakeholders and their cybersecurity-related

understood and considered expectations (e.g., privacy exp. of s, business expectati of]
partnerships, compliance expectations of regulators, ethics expectations of
society)

GV.0C-03: Legal, regulatory, and
contractual requirements regarding
cybersecunty — including privacy and
civil liberties obligations — are
understood and managed

Exl: Detennine a process to track and manage legal and regulatory
requirements regarding protection of individuals’ information (e.g., Health
Insurance Portability and Accountability Act, California Consumer Privacy
Act, General Data Protection Regulation)

Ex2: Determine a process to track and ts for
cybersecurity management of supplier, customer, and partner information
Ex3: Align the organization’s cybersecurity strategy with legal, regulatory,
and contractual requirements

4 ;
eqL
T )

GV.0C-04: Cntical objectives,
capabilities, and services that
stakeholders depend on or expect from
the organization are understood and
communicated

Exl: Establish cntena for det the lity of capabilities and
services as viewed by intemal and extemal stakeholders

Ex2: Determine (e.g., from a business impact analysis) assets and business
operations that are vital to achieving mission objectives and the potential
impact of a loss (or partial loss) of such operations

Ex3: Establish and communicate resilience objectives (e.g., recovery time
objectives) for delivering critical capabilities and services in various operating

GV.0C-05: Outcomes, capabilities,

states (e.g. under attack duning recovery, nommal operation)

Exl: Create aninventory of the ization’s depend on external

and services that the organi 1

(e.g., facilities, cloud-based hosting providers) and their

s

depends on are understood and
communicated

hips to orzanizational assets and business functions
Ex2: [dentify and document extemal dependencies that are potential points of
failure for the organization’s cnitical capabilities and services, and share that

information with appropriate personnel

© Copyright Develop Capability Ltd 2022
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NIST - Cybersecurity Framework

' DEVELOP CAPABILITY

m Improving cybersecurity posture by comparing a "Current” Profile (the "as is" state)
with a "Target" Profile (the "to be" state)

CSF Outcomes

Current Profile

Target Profile

Identifier Description

Practices

Status

Rating

Priority

Goals

The identifiers and descriptions from the CSF
Core — Functions, Categories, Subcategories.
You can also add your own outcomes to
address your organization’s unique risks and
requirements.

Policies, processes,
procedures and
other activities
related to an
outcome. May
include artifacts that
contain evidence of
achieving an
outcome.

The current state or
condition of an
outcome, such as
whether it is being
achieved and to what
degree.

An assessment or evaluation of
current practices using scales
such as:

* high/medium/low

« 15

* 0-100%,

* red/yellow/green

The relative importance

of an outcome using
scales such as:

* Low/Medium/High
* 1/2/3/4/5

* rankings (1, 2, 3...)

Such as:

* Policies, Processes, and
Procedures

* Roles and Responsibilities

Selected from:

* Informative References -
standards, guidance, and
best practices

© Copyright Develop Capability Ltd 2022
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TickITplus (oomer —

m https://www.tickitplus.org

Excellent resource if you need
to implement ISO Standards
such as:-

ISO 9001

ISO 27001

ISO 20000-1

igQudliIVIaraeerient
dricl Czreifledeies,
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TickITplus BPL Processes

‘ DEVELOP CAPABILITY

TYPE A PROCESSES

N

/" TYPE M PROCESSES

* Quantitative Performance
Management

* Quantitative Process
Improvement

Mandated at Gold ]

\ [ and Platinum Level

SCOPE DEPENDENT TYPE B/ C PROCESSES

\§

—

i

© Copyright Develop Capability Ltd 2022
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TickITplus Processes (omeion crmmnr

 The 40 BPL processes are presented in eight
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Human Resource Mansgement A DRG 1 ¥ ¥ ¥ v b t w w
 1SO 15288 Systems and software e O e
Corporate Mansgement and Legal A ORG 3 ¥ ol ¥ ¥ ¥ ¥ | et
n " . Infrastructure and Work Environment hManagement A ORG 2 " i " w w w " "
engineering - System life cycle processes == I N
Measurament and Anshysis A ORG 8 vl wl|l w| w| »v| »v| «| +
Customer Focus A ORG T o] ] il o]
Risk Management A ORG 8 ¥ ¥ ¥ ¥ - ¥ v
Programme Management Bi'C DRG a v "
Lifecycia Model Management Bi'C ORG 10 ¥ v
Resource Management BiC ORG 11 L L i ¥
Security Managemeant BIC ORG 12 ¥ v - -
Project Managemeant BiC PR 1 v | -
Decision Management Bf'C FRJ 2 v b 'y
Configuration and Change Management B PRJ 3 ¥ ¥ ¥ ¥ ¥
Infarmation Management BIC PRJ 4 ¥ ¥ - ¥
Problem and Incident Management B/'C PRJ & v b L - v
IT Finance Management BT FRJ L] ¥ v " "
Management Reporfing B PRJ 7 ol ¥ ¥ ¥
Diata Mansgement A TEC 1 | v | | | | | -
Capacity Management Bi'C TEC 2 ¥ b w
Integration Management BC | TEC 3 v |
Werification BiC TEC 4 s ¥
Walidafion Bi'C TEC 5 ¥ - ¥
Transition and Release Management Bi'C TEC [i] ¥ ¥ "
Operations Management BiC TEC T ¥ ¥ b w
Maintenance Management BT TEC g -
Disposal BT TEC ] ¥ ¥ - ¥
Stakeholder Requirermnents Definition B'C TEC 10 v v v v v
Reqguirements Analysis Bf'C TEC 11 ¥
Senicz Lavel Management B TEC 12 ¥ ¥
Architectural Design Bi'C TEC 12 ¥
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DEVELOP CAPABILITY

TickITplus Mapping Sompe=s:

PRJ.5 Problem and Incident Management

IProcess ID PRJ.5 |Pfooess Name |Pmb|ern and Incident Management Category Project Processes Type B/C
IProcess Purpose To manage incidents and to identify their root causes jn prder io prevent recurrence. Version vérd
IProcess Outcome Process Base Practices Input Work Products OCutput Work Products 1O ISO/NEC ISO/NEC ISONEC BS 150
2001 20000-1 27001 27001 107541 26262
2015 2018 2013 2022 2018 2011

oU.1 BP.1 Define Problem, Incident and Service Request « Business Plan + Service Regquests, Problem and  |4.4.1¢c 4.4 4.4 4.4 2-5424
lincidents and problems are Management Policies and Procedures « Management Framework Incident Policies 442 863 75 75 2.7.423
laddressed, and problems do Problem, jncigent and service request management policies to « Service Requests, Preblemand |75 AS5.1 A5.1 2.7.424
ot reoceur. support the needs of the business are established, approved and Incident Procedures ) ; ’ o

communicated. A16.1 AS.4

Policies are communicated to ensure that all staff understand A5.24

how their roles and responsibiities contribute to the successful AS5.26

management of service requests, ingigepis and problems. A5.28

Pmoedures are def ned, ppp;oyeq and made available for use to AB.2

P t the p and service management .

policies. Procedures comprise reoo:dmg, monitoring, reponmg A8.11

responding lation and It of incidents and pr

The poli and p dures are maintained under the

management framework.

BP.2 Record and Manage Incidents and Service Requests « Incident Reports « Incident Records 855 8.6.1 10.1 10.1 8447 2-5423

Incidents and service requests are recorded, categorised, « Service Request reports « Service Request tecards 87 862 A16.1 A5.25 25424

prioritizad and managed & resolufion, o « Stakeholder Notifications 10.1b 8733 A5.33 2.7.423

Stakeholders are inf d of the status of the incident and 102 AS.15 2.7.42.4

service requests, 411423

Records of the incident and service requests, and the action o

taken are maintained.

BP.3 Avoid and Resolve Problems = Anomalies + Problem Reports 10 86.3 10 10 8.447 25424

Improvement actions are produced from trends and performance |e Incident Reports A16.1 A5.27 2-7.424

monitoring, to avoid potential incidents and problems. o M and Analvsis Data AT.4

Repeating incidents, anomalies and stakeholder feedback are =

considered for underlying problems. Problems are identified, « Stakeholder Feedback e

recorded, apalysad and managed to prevent reoccurrence, AB.18

Stakeholders are informed of the status of the problem.

Records of the problems and the action taken are maintained.

BP.4 Escalate Service Requests, Incid and Problems « Incident Records + Incident Records 5.1.1a 832 5.1e 5.1e 8447 2-5424

Service requests, Incidents and problems not resolved are « Problem Reports « Problem Reports 5.1.1g 8861 0.3¢ 633 26.4.338

escalated to aid the resolution of the incident or problem. and « Service Request records « Service Request records 51.1h 882 10.1 10.1

records are maintained.
9.32¢ 8733 A18.1 A5.33
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What 1s common to these Frameworks? R

m They all promote a good Security Posture

. . . : ENTERPRIS
m |dentify Business Critical Assets and their owners R R

m Risk Assessment/Gap Assessment — using a
Framework

m Implement controls to treat risks/gaps

m |dentify accountable Leadership Roles

: : any medum
m Use scorecards — monitor and track progress against | & \ )/ m/

desirable outcomes

/. Aunoes\®
K7 '
Mag Jo1ddnS

m Learn from incidents % 2%,

m Training program for all levels of the organisation
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(

Part 3

SCENARIO
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Scenario

m Context - Consider typical Software development company
m Use cloud tools (Atlassian/JIRA/GitLab)

m Develop products

m Have staff working at more than one-site

m Qutsource some activities

SOFTWARE

DEVELOPMENT

© Copyright Develop Capability Ltd 2022 Bal Matu — Develop Capability Ltd
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Information Assets — Software Development Company -

m |dentify the business-critical information assets and nominate an owner for each

m Eg.
m JIRA — Owner is Development Director
m Developer Laptops — Owner is Development Director

m Source Code - Owner is Development Director

m Owner — Identifies business criticality value of the data (H/M/L)
m Owner - Authorises and reviews access to users

m Owner - Agrees backup frequency with IT

© Copyright Develop Capability Ltd 2022 Bal Matu — Develop Capability Ltd 26



Ri Sk Assessment DEVELOP CAPABILITY

o

1 m Unauthorised Access m Acceptable Use Policy, Password Policy,
Least privilege, 2FA

2 m Corruption/Hardware m Backups

Failure

3 m Environmental m UPS, Business Continuity Plan, Physical
access control

4 m Theft/Loss m Staff vetting, encryption, security incident
process

3 m Malware/ransomware m Firewall, malware protection, secure

configuration, vulnerability management

6 m User error m Staff security awareness training, security
incident process

© Copyright Develop Capability Ltd 2022 Bal Matu — Develop Capability Ltd 20



Leadership, Accountability and Responsibility ——

Owner

m Acceptable Use Policy, Password Policy,
Least privilege, 2FA

2 m Backups A R C

3 m UPS, Business Continuity Plan, Physical A R C
access control

4 m Staff vetting, encryption, security incident A R I C
process

) m Firewall, malware protection, secure A R C
configuration, vulnerability management

6 m Staff security awareness training, security A R I C

incident process
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Scorecards/Dashboards e

m Prioritise Security Risks
m Track and monitor progress

m Track and monitor effectiveness of controls

AFPLICATION @‘ PATCH PATCH OPERATING RESTRICT ADMIN @

WHITELISTING 4 APPLICATIONS SYSTEMS PRIVILEGES ;
Alerts 1hr 24hr Alerts Thr 24hr Alerts 1hr 24hr
High 0 B High 0 0 [¥] 1] High Q 3
Medsum 0 o Madiurm 0 0 i} - ‘ Madium 0 0
Lowar 0 Lows 0 0 4] Liowy Q 0

Incidents: Cpenl Closed 0 Incidents: Open( OosedD Incidents: Open O Closedd Incidents: Open( Closed D

DAILY BACKUP OF

MULTI-FACTOR

USER APPLICATION

DISABLE UNTRUSTED

MICROSOFT OFFICE MACROS HARDENING AUTHENTIFICATION IMPORTANT DATA
Alerts 1hr 24hr Alerts 1hr 24hr
High (4] 0 Hegh 0 i High 0 0 High il 0
Medium | O 0 Medium | © 0 S® Medum | O 0 Mediurn | © 0
Loww 4] 0 Lo 0 0 ;': Low 0 0 Law 0 0
Incidents: Opend C;e:.ed 0 - Incidents: Open C--:u:e:l 0 - Incidents: Open 0 C;::ec 0 . Incidents: Open C::-:en 4] .
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Risk ID #1 - Unauthorised Access Risks - Treatment -

m Password Management - Complex — Three Random Words

m Clear requirements in Acceptable Use Policy

m Use Two-Factor Access wherever possible for Cloud Services
m Least privilege - only provide access needed for role

m Separate Standard User and Administrator accounts

© Copyright Develop Capability Ltd 2022 Bal Matu — Develop Capability Ltd 30



Risk ID #2 - Corruption/Hardware Failure Risk - Treatment é‘_’v

m Backup and Restores
m Frequency agreed with Asset Owner

m Regular restore tests
Backup Repository A

/ Onsite Storage

Primary Data Storage Backup Repository B

Offsite Storage or Cloud

© Copyright Develop Capability Ltd 2022 Bal Matu — Develop Capability Ltd 31



Risk ID #3 - Environmental Risks - Treatment (ev‘_;

m Business Continuity Plan

- Based on Business Impact Assessment
(BIA)

m Business Continuity Plan Test Scenarios.
Data Loss/Breach.

Power Outage.

Network Outage.

Physical disruption.
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Risk ID #4 - Theft/Loss Risk - Treatment G"w

m Physical controls — Access Control, secure
zones, entry controls, encryption, secure
disposal, acceptable use policy etc.

m Security incident process

m Learn from incidents
- Root Cause Analysis
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Risk ID #5 - Malware/ransomware risks - Treatment e
m Technical Controls

- Asset discovery
Malware protection, patching, _
Separate User and Admin accounts e
Vulnerability assessment -
Intrusion detection

m Monitor/Dashboards

Security Information and Event Management
(SIEM)

Unauthorised access attempts - Dol - @
Virus/malware dashboard
Firewall open ports
Patching status

IDS system

Your files will be lost on

S How Do 1 Pa
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Risk ID #6 - User error risks - Treatment g

m Breaches often occur because of human error and the majority of breaches are the result of
unsuspecting, untrained or complacent staff being socially engineered

m Top tips for staff training video is available on NCSC website

m Defending yourself against phishing ®
m Creating strong passwords Top tips for staff
m Securing your devices :

m Reporting incidents

m Quiz

MlNahonaI Cyber
wTer | Security Centre

Welcome to this training on cyber security!
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Part 4

SUMMARY
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Summary - How can we optimise our Security Posture? e

m |dentify Business Critical Assets and their
owners

Critical
. . Assets
m Risk Assessment/Gap Assessment — using a

Framework .
Training for

all levels

m Implement controls to treat risks/gaps — Involve

Asset/Risk Owners SECURITY

: . POSTURE
m Leadership roles, scorecards to monitor and

track progress against desirable outcomes Leam from

incidents

m Learn from incidents

Leadership
and
governance

m Training program for all levels of the
organisation
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