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Martin White

• Principal Analyst, SearchResearch Online

• Visiting Professor, Information School, University of Sheffield

• Member of The Search Network

• Author of Making Search Work (2008) and Enterprise Search (2015) and six (!) other books

• 25 years of experience working on intranet and enterprise search projects, primarily in the 
engineering, legal, NGO and pharmaceutical sectors
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#1 Workarounds
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#4 Processes and
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#5 Then along
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Workarounds are everywhere

• 70% Of Workers Using ChatGPT At Work Are Not Telling Their Boss; Overall Usage Among 
Professionals Jumps To 43%

• https://www.fishbowlapp.com/insights/70-percent-of-workers-using-chatgpt-at-work-are-not-telling-their-
boss/

• Every time you cut-and-paste from another document into a document you are working on you are 
using a workaround!

4

https://www.fishbowlapp.com/insights/70-percent-of-workers-using-chatgpt-at-work-are-not-telling-their-boss/
https://www.fishbowlapp.com/insights/70-percent-of-workers-using-chatgpt-at-work-are-not-telling-their-boss/


Sheffield Pressbooks initiative
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https://sheffield.pressbooks.pub/
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Workarounds and shadow IT
The benefits and the risks

• To the Moon…and back

• The diversity of workarounds

• A chronology of definitions

• Making the invisible visible

• Putting the enterprise into enterprise applications

• Workarounds in enterprise applications

• Shadow IT

• Workarounds in clinical systems

• Workarounds in information management

• Risks and technical debt

• Digital workplaces

• The impact of AI

• The past, the present and the future
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Due for release on the Pressbooks 
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A brief chronology

• 1368 The Observance of the Due Process of Law Edward III

• Appears in the Constitution of the United States as the Fifth Amendment

• Initial use of ‘workaround’ in the US aerospace sector from 1961

• Research papers by Suchman, Gerson and Star, and Gasser in the early 1980s concerned about 
office automation impacts

• Shadow IT emerges as a topic from around 2012, about the same time as Business Process 
Management became a mainstream IT application

• Significant research from 2014 onwards on definitions and impacts
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The warnings!
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Working definitions

• “A workaround is a goal-driven adaptation, improvisation, or other change to one or more aspects of an 
existing work system in order to overcome, bypass, or minimize the impact of obstacles, exceptions, 
anomalies, mishaps, established practices, management expectations, or structural constraints that are 
perceived as preventing that work system or its participants from achieving a desired level of efficiency, 
effectiveness, or other organizational or personal goals.”  (Stephen Alter 2014)

• “Feral practices can be broadly defined as usage of information technology which deviates from 
organizational norms and exists beyond the control and/or knowledge of the organizational IT management.” 
(Shubhankar Thatte, Nick Grainger and Judy McKay 2012)

• “Shadow IT describes the supplement of “official” IT by several, autonomous developed IT systems, 
processes and organizational units, which are located in the business departments. These systems are 
generally not known, supported and accepted by the official IT department.” (Stephen Zimmerman 2012)
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Enterprise system implementation

• EIS (Enterprise Information System) 1990s

• Usually, several decades of prior experience

• Primarily focused on data-based processes

• Impact of errors being introduced unlikely to have ‘customer’ implications

• EHR (Electronic Health Record) 2010s

• No prior experience, and a transition from paper to digital

• Extensive use of fielded and non-fielded text

• Potentially an immediate impact on the well-being of a patient
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Complexity rules!
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© Microsoft Corp. 2018

For many automation projects, headcount reduction is the 

critical metric. Although headcount is often reduced, the 

expected savings are usually short-lived if they appear. People 

who are remote and disassociated with day-to-day work 

activities underestimate by large margins the complexity of 

regular work activities and the value of human intelligence in 

the organization.

Alan Pelz-Sharpe  Deep Analysis



Functional and non-functional

• Functional specifications are developed by business analysts
• Little attention is paid to non-functional requirements which are

• Difficult to specify

• Are very dependent on the skills of an individual employee
• Tenure - How long have people been using the application

• Frequency - How frequently do people use the application?

• Depth - How many features/functions of an application do people use?

• Cannot be assessed until well into the implementation stage

• Cannot easily be addressed without significant technical debt and time

• Are a core source of workarounds and shadow IT 
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Patterns of workaround adoption

• Overcome inadequate functionality

• Bypass obstacles built into existing routines

• Bypass or overcome transient obstacles due to 
anomalies or mishaps

• Respond to mishaps with quick fixes which then 
become permanent

• Augment existing routines without having to develop 
new resources (logins and logouts!)

• Support a colleague in difficulty

• Demonstrate expertise and innovation

• Cope with the loss of a colleague

• Overcome an upstream workaround

• Self-satisfaction

• Meet unreasonable targets (productivity)

• Game the system

• Improve the customer experience

• Strike a blow against corporate edicts

• Reduce stress

• Feel in-control
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Psychological stress
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Discovery options

• Quantitative – using BPM/Process Mining application
• Based primarily on chronology and keystrokes

• Assumes that the process is correctly defined

• Is there an issue with identifying the employee?

• The employee may not be aware they are using a workaround! 

• Qualitative – using ethnographic methodologies and a ‘design science’ 
framework

• How to choose the interviewees, and will they disclose the workaround 

• Very difficult to scale and depth of workarounds from a small sample

• Using in-house resources can bias the outcomes away from an appropriate level of transparency
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How prevalent is shadow IT?

18



How prevalent are workarounds?

• No one knows!

• Employees may be willing to comment on their use of shadow IT to an external survey as it only 
reveals software package names

• It is MUCH more difficult to survey the prevalence of workarounds as the respondent is talking about 
internal process failures

• There are (usually) no incentives to disclosing the development and use of workarounds – indeed the 
‘misuse’ could have serious consequences for an individual employee or team

• Even a very small number of interviewees (circa 15-20) in a research project present a range of 
workarounds. 

• As this constitutes a quasi-random sample, scaling this up across the enterprise could result in a 
substantial collection of workarounds

•
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Process vs procedure

• As a rule of thumb 20% of enterprise content is structured data and 80% is unstructured 
information

• Quantitative techniques are built around process maps, but in an ‘office’ environment procedures 
take precedence over processes and the focus is on making informed decisions

• Usually there is a defined ‘delivery date’ but no specific intermediate dates for progress chasing 
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Information workarounds

• One of the major challenges of a workaround is that a negative impact may not be apparent until 
much later in the process or procedure

• The impact may only be apparent when there is an external compliance check

• ISO27001 compliance for shadow IT workarounds (USB sticks and smart phones)

• ISO9001 for process quality (but not information quality!)

• Financial audits, where the workaround may be an outcome of fraud or malfeasance

• Tracking back to find the weak link will be time-consuming and embarrassing and of course the 
damage cannot easily be rectified. 
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Assessing the risks and rewards

• At a top level there is a spectrum of workarounds

• A source of innovation in process and procedure development

• Have no immediate implications and are localized in their impact

• Can be a major source of corporate risk

• One of the major differences in approach between EIS and EHR workaround management is that in EIS 
implementation workarounds are generally regarded as high risk and having no benefits

• In EHR applications the risks are very high (patient outcome) but there is a strong focus on identifying 
changes and enhancements 

• Notably nurses are regarded as core to workaround identification and supporting design improvements. 

• Extensive use is made of academic research, which is available to, and appreciated by, senior clinicians
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Corporate maturity model
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We have a corporate policy towards workarounds and shadow IT and have established 
good practice policies on their use 

5

We have identified high risk processes and applications and have engaged with
employees to assess the current state and potential remediation of workarounds

4

We have set up a task force to formulate a workarounds policy which includes employees 
from across the organisation with experience of workarounds

3

We have had some internal discussions about how best to monitor the use of workarounds 2

We have taken no action to consider the potential impact and benefit of workarounds 0

Note – work in progress!



Employee maturity model
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The workaround I have developed has been documented with IT and shared and I have 
regular meetings with IT and my business manager to review its value

5

My manager has approved my workaround and we discuss its value on a regular basis 4

I have developed a workaround and shared it with colleagues but I have not shared this with 
my manager

3

I have developed a workaround but not shared it with anyone else 2
I gather that the way I use an enterprise application is tracked by IT and it would not be in 
my interests to develop a workaround

0

Note – work in progress
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AI implications
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“Usefully wrong”
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https://blogs.microsoft.com/blog/2023/03/16/introducing-microsoft-365-copilot-your-copilot-for-work/
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Implications for consulting projects

• What is the ethos towards workarounds and shadow IT?

• Is there a balance between quantitative and qualitative discovery – or is the client 
flying blind?

• Are processes and procedures both being addressed?

• Are the risks and benefits associated with them fully assessed?

• In particular, to what extent are they seen as a basis for innovation?

• Could workarounds and shadow IT affect the outcomes of your project, potentially 
with the blame being laid on the consultant?
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Who owns the problem?
Who benefits from the opportunities?
• At a base level it should be down to IT managers to understand the scale and purpose of 

workarounds and shadow IT

• But the use of both might indicate that IT is not specifying and implementing high quality systems

• Line managers may have concerns but may not be able to share these and will not be able to take 
appropriate action

• HR should be concerned as high levels of stress are not compatible with an engaged and 
productive workforce

• Risk managers should be concerned as the impacts of workaround risks may not be reflected in 
the corporate risk register, the risk appetite of the organisation and the down-grading of the 
reputational risk to the organisation
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In conclusion

• It is likely that workarounds and shadow IT are present in all organisations

• BPM/PM technology is capable of indicating the scale of occurrence but not of impact, nor can it 
define solutions. The scale of their impact is probably unknown and so the potential risks and 
benefits will not be appreciated, especially with information-rich workarounds

• There are unlikely to be quick fixes, and the impacts may be downstream of the workaround

• The arrival of generative AI offers immense opportunities for workarounds and is itself shadow IT!

• The solutions lie in transparency, a focus on assessing the user experience, positioning 
workarounds as a potential for systems enhancement and the inclusion of employees at all levels 
in the design, development and implementation of enterprise systems and their continued 
enhancement 
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Further reading (open access)

• The integration of computing and routine work (1986) Les Gasser https://dl.acm.org/doi/pdf/10.1145/214427.214429

• Theory of workarounds. Steven Alter (2014) https://aisel.aisnet.org/cais/vol34/iss1/55/

• Seven Paradoxes of Business Process Management in a Hyper-Connected World Daniel Beverungen et al (2021) 
https://link.springer.com/article/10.1007/s12599-020-00646-z

• Encourage autonomy to increase individual work performance: the impact of job characteristics of workaround behavior and shadow IT 
usage (2022) Aline de Vargas Pinto et al https://link.springer.com/article/10.1007/s10799-022-00368-6

• Workaround Mining Lab, University of Utrecht https://www.uu.nl/en/research/intelligent-software-systems/business-process-management-
and-analytics/workaround-mining-lab

• Deep Analysis https://www.deep-analysis.net/ (Consultancy specialising in BPM/PM etc)

• Design Science Research – a Short Summary (2016) https://medium.com/@pello/design-science-research-a-summary-bb538a40f669
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Time for reflection
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