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History

Opening of the 
commercial X
Pack features

2018

2012
Founding of 
Elasticsearch Inc. 
with ELK

2000
Creation of 
Compass, the first 
iteration, and later 
Elasticsearch based 
on Apache Lucene

2015
Welcoming Beats into 
the Elastic family

Launch of Elastic 
SIEM and acquisition 
of Endgame

2019
2021
1st annual 
Elastic 
Community 
Conference
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The Elastic Search Platform

Enterprise Search Observability Security

Kibana 
Explore, Visualize, Engage

Elasticsearch 
Store, Search, Analyze

Integrations 
Connect, Collect, Alert

Public cloud Hybrid On-premises
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– F R E D E R I C K  P.  B R O O K S  J R ,  T H E  M Y T H I C A L  M A N - M O N T H

“All programmers are optimists. Perhaps this modern sorcery 
especially attracts those who believe in happy endings and fairy 

godmothers.” 
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– I B M ,  W H AT  I S  D E V S E C O P S ?

“Traceability allows you to track configuration items across the 
development cycle to where requirements are implemented in the 

code. This can play a crucial part in your organization’s control 
framework as it helps achieve compliance, reduce bugs, ensure 

secure code in application development, and help code 
maintainability.” 
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U N D E R  T H E  H O O D
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E L A S T I C S E A R C H  
B A S I C  S E C U R I T Y

• Automatic as of v8.x, with manual 
guides available 

• Enable password protection 

• RBAC out of the box 

• mTLS communication between 
Elasticsearch and Kibana 

• TLS certificates and keys generated 
for transport and HTTP layers 
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– S O C R A D A R ,  F E B R U A R Y  2 3  2 0 2 3

“Security Misconfigurations Caused 35% of All Time Cyber 
Incidents” 

@CarlyLRichmond

https://socradar.io/security-misconfigurations-caused-35-of-all-time-cyber-incidents/
https://twitter.com/carlylrichmond


@CarlyLRichmond

https://twitter.com/carlylrichmond


B O O T S T R A P  
C H E C K S

• Java checks 

• All permission check 

• System call filter check 

• Early-access check 

• SSL/TLS check 

• … and others
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P L U G I N S

• Isolate Elasticsearch plugins 

• Seccomp
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PA I N L E S S

• Java Security Manager usage 

• Sandboxing 

• Per-method allow list 

• Self-reference detection
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D I V E  F U R T H E R  I N T O  T H E  R A B B I T  H O L E
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S Y N T H E T I C  M O N I T O R I N G

@CarlyLRichmond@CarlyLRichmond

https://twitter.com/carlylrichmond
https://twitter.com/carlylrichmond


@CarlyLRichmond

https://twitter.com/carlylrichmond


@CarlyLRichmond

https://twitter.com/carlylrichmond


@CarlyLRichmond

https://twitter.com/carlylrichmond


@CarlyLRichmond

https://twitter.com/carlylrichmond


– I B M ,  W H AT  I S  D E V S E C O P S ?

“Visibility… means the organization has a solid monitoring system in 
place to measure the heartbeat of the operation, send alerts, 

increase awareness of changes and cyberattacks as they occur, and 
provide accountability during the whole project lifecycle.” 
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A P M  &  R U M
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R E D  A L E R T !
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