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Sensitive personal information?

E-mail address

Age Purchase history
Social security number _ _
Sex Friends & family
Medical records
DNA Religious belief
Income Race Political opinion
Shoe size _ .
Length Facial recognition

GEO tracking

Sexual preferences



Privacy by Design is not a new concept

* Proactive not reactive; preventative not remedial
* Privacy as the default setting
* Privacy embedded into design
 Full functionality — positive-sum, not zero-sum
* End-to-end security — full lifecycle protection
 Visibility and transparency — keep it open

S — - » Respect for user privacy — keep it user-centric



Facebook, Cambridge Analytica and others






Is consent good enough?



Security breaches are more common







Design business for privacy

Process design requirements

* Inform the individual how his/her data is used
and for what purpose

» Give Control over the personal data for the
individual

 Enforce documentation how the personal
data is protected

« Demonstrate how to control and follow up



Inform

Example — Privacy policy

What information do we have?

How do we use the information?
Who do we provide information for?
Sharing information on social media
Your privacy rights

Child protection



Control

Example — Customer self service in Norway

Source: Aller Media



Enforce

Example — Architecture documentation

* Involved parties

* Business Processes
e Information Models -
e Information Classification
e Information Lifecycle

e Used applications
e Used infrastructure
e Location of infrastructure

Architecture view: Business process and information modelling



Demonstrate

Example — Checklists for reviews

 Mandatory requirements for management
* Training

* Requirements

* Design

e Coding

* Testing

* Maintenance



Design IT-systems for privacy




Minimize and limit

Example — Call Data Record
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Hide and protect

Example — Call Data Record

The availability of call history is limited, as it
may contain confidential or secret information

Within EU

* Only handed out by court order
e Only stored for a limited time

We need security related services as access
control, logging, data retation and encryption
of data to fulfill business requirments

Product

Resource K> * 1

ResourceUsage

ProductSpecification

ResourceUsageSp

-usageDate
-usageStatus

-lifecycleStatus

-validFor

L

ResourceSpecification




Separate

Example — Call Data Record

A call data entry does not contain names or social
security numbers, but may be associated with a
single subscribtion (Product)



Aggregate

Example — Call Data Record

The data from the call log gathered for
billing purposes can also be used for

other purposes by the operator and it’s
partners

* Need to aggregate or anonymise
personal data for other purposes















Legal compliance



Damage limitation



Increased brand value
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Behind the scenes

Business Information | Application Infrastructure | Governance Security
aspect area | aspect area | aspect area | aspect area

Contextual Ann and her seven principles
layer Facebook, Cambridge Analytica and others
Privacy by design and privacy by default

State sponsored hackers
Damage limitation

Value of privacy for individuals

Value of privacy for brand

Conceptual GDPR and GDPR and GDPR and GDPR and GDPR and GDPR and
layer privacy privacy privacy privacy privacy privacy
regulations regulations regulations regulations regulations regulations
Is consent good Sensitive Design IT- Privacy Zero trust
enough personal systems for governance security
Design business information privacy
for privacy
Logical layer Design business for privacy Design IT-systems for privacy Privacy Zero trust
governance security
Physical

layer



	Privacy by Design with EA
	Sensitive personal information?
	Privacy by Design is not a new concept
	Facebook, Cambridge Analytica and others
	GDPR and privacy regulations
	Is consent good enough?
	Security breaches are more common
	Privacy by design and privacy by default
	Design business for privacy
	Inform
	Control
	Enforce
	Demonstrate
	Design IT-systems for privacy
	Minimize and limit
	Hide and protect
	Separate
	Aggregate
	Data protection by default
	State sponsored hackers
	Zero trust security
	Privacy governance
	Legal compliance
	Damage limitation
	Increased brand value 
	Credits
	Behind the scenes

