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Configuration management isn’t about the contents of the configurations – why?
Configuration management is all about a CMDB
Configuration management is just about code
Configuration management is just about relationships, physical assets and software licenses
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The enemies of great service

* The pace of change

* Service sprawl
The human factor
wThreat.actors
* Robot.complexity
* Data quality
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Systems are constantly changing even at idle
We have scheduled events that occur:
Defrag
Antivirus Updates
Admin tasks
Software Updates
Etc.



LONFIGURATION MANAGMENT LEAGLE

Dawn of Automation
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Ta daaaa!

Don’t worry we have a band of human/alien superheroes (metas) to save your day!

Ok so unfortunately it’s not quite like a Hollywood movie! Our superhero’s are going to need a little more help.

Luckily we have some IT superpowers to help us:

Windows Management Instrumentation (WMI)
Simple Network Monitoring Protocol (SNMP)
Secure Shell (SSH)
PowerShell (PSH)
Structured Data (XML/JSON etc.)
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We’ll often talk about service asset and configuration management and only focus on the ‘management’ layer. This in my opinion is what leads to the creation of management systems that do not really leverage technology, become hard to maintain and out of date.
What we need is management systems that leverage technology capability.
We can do this with a bit of development & integration or some people have done some of the leg work for you (eg. SysAid)


Technology is moving at an ever increasing pace
Everyone has an up to date asset register? Right?
We’ve all got federated configuration management databases combing to form our configuration management system? No?

Our configuration management systems?

So what do I see in the wild?
Limited asset registers focused on devices (information and systems are also assets though…)
Limited use of automation and orchestration





To the configuration
\ management cave!
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There are a ton of configuration, change and release management solutions on the market…

Some focused on management (you know the service part!)

Some focused on infrastructure

Some focused on application releases (you know the code bit!)

PUPPET
CHEF
ANSIBLE
DOCKER

POWESHELL DSC
Microsoft System Center Configuration Manager
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Where do we think configuration, change and release management plays into?

Yes that’s it everywhere!

It’s a really gluey (is that even a word) part of IT management, it touches everything!
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Service Models
Relationships
SLA
Configuration Items
Asset Management
Financial
Warranty & Support
Relationships
System Configuration
Audit
Compliance
Software
Application Configurations



Service Mappi

* Companies of all shapes
and sizes have a number
of assets/configuration
items —_—

* Insite the configuration
items are configurations

AEHED




Managing Canf
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Use a repository (version control is key)
SCCM
GIT
SharePoint/Wiki etc. etc.
Use naming standards (dull but they help)
There are tools which can help
Cloud
Puppet
Chef
Azure Automation Manager
Windows
SCCM Baselines
Security Compliance Manager
PowerShell Desired State Configurations (free!)
Linux
Puppet
Chef
Ansible
Salt


Why do we need tools?

To manage drift we first need to measure it… monitoring is our friend
Even in highly advanced and mature capabilities we still have to manage configuration drift
Architectures need to be understood to mange configuration drift
Monitoring is required
It doesn’t have to cost the world
Role based deployment is key
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“I don’t have an-Alfred so if this may go quite wrong!”

1


https://secure.logmein.com/central/Central.aspx

Case Study 1 Sl

(for when the demo goes wrong)

When automated configuration-management can go
wrong R

Remember!
Hardware breaks,
software has bugs &
people make mistakes
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Use example of Atkins when we changed a single registry key and broke the automated configuration baselines rebooting 25000 machines!

What did we learn here?
Don’t underestimate the power of testing
Don’t write crazy SQL queries (sanitise input)
The 3 laws of IT always apply
Hardware breaks
Software has bugs
People make mistakaes


(for when the demo goes wrong)

When lack of conflguratlon management can be a
business headache! |
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Use example of lack of standards, high levels of diversity and weak security/management configurations and having a mwalware attack

Nachi and blaster back in August 2003 we had 3000 machines


“| once thought |
could protect the
world by myself....
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Configuration management systems provide great business and technology insight, but whilst information can be useful to the good guys, it’s also really useful to the bad guys!

Configuration management, change and release tools wield great power. They often have GOD access to the devices they manage. So with great power comes great responsiblitiy.

Make sure you operate in a least privilege access mode!
Use role based assignments
Backup, validate and test your restores
We use version control for a reason, not all releases will go as planned


Learning to fly (with - 't
configuration management)
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If you aren’t designing a greenfield service moving from manual or partially automated can feel like a big task
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Remember you don't
need to go into @ phone
box to be an IT hepo!
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Closing thoughts,

The world of IT is complicated, systems are NOT simple

If we don’t embrace the complexity and utilse automation systems to help manage our technology we are going to be fighting a loosing battle!

And yes it’s not just about technology, we need the right people, with the right attitudes and apptitudes, following sensible (pratical) policies,, processes and proceedures.

But we also need to not forget, our roles as IT pro’s is the provide business value through technology!
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