Cybersecurity: From State Actors to Bedroom Hackers
BCS, May 19



Rahul

w Red Sift -
Founder &

WARWICK CEO
THE UNIVERSITY OF WARWICK
Apsmart - Founder & |2015
Warwick - MEng. CEO (Acquired) Today
1998 2009 2019
. ..
- - - -
1980 2002 2012 2018
Earth - Born Shazam - Technical Architect. Thomson Reuters - Co-
(Acquired) Head of Advanced op
Products -
Independent
Non-
Executive
SHazam Director

coO
on

KED SIFT-



A history of making software
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The cognitive security platform

We exist to democratise the technology essential for
cybersecurity.
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What makes us different?
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We help > 200 Organisations
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Cybersecurity: Why now?
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Hacking goes 055

[ trustedsec / social-engineer-toolkit @Watch~ 487 | star 4,375  YFork 1432 What do you want to do:

1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer
3. Return to main menu.

<> Code Issues 31 Pull requests 0 Projects 0 Wiki Insights

The Social-Engineer Toolkit (SET) repository from TrustedSec - All new versions of SET will be deployed here.
Enter your choice: 1

{D 15,685 commits ¥ 2 branches © 102 releases 42 47 contributors ) ) :
—— Do you want to use a predefined template or craft a one time email template.

Branch: master v New pull request Create new file =~ Upload files  Find File Clone or download ~ 1. Pre-Defined Template

2. One-Time Use Email Template
@ David Kennedy Merge branch 'master' of https://github.com/trustedsec/social-enginee... - Latest commit 0018154 22 days ago

Enter year coice: 1~ ==
B github Add issue template and update gitignore 2 years ago »~Below is a list of available templates:\ ~
8 modules Normalize user config path usage with string append and os.path.join(). a year ago / R \

/ 1: Baby Pics

m readme fix credential harvester issue when importing index.html 22 days ago 2: Strange Internet usage from your computer \
B src fix credential harvester issue when importing index.html 22 days ago ' 3: New Update :

4: LOL...have to check this out... ’
B .gitignore there is no need for django and flask stuff 2 years ago \ 5: Dan Brown's Angels & Demons
[E) README.md Merge branch 'master' into master a month ago \ 6: comPUter Issue /

7: Status Report 7
[E) requirements.txt remove old code, bump version to 8 3 months ago ~ B -~
[E) seautomate fix issue with wget not installed and fallback to urllib or urllib2 3 years ago t eEmtﬁ' yﬂwa-gto”e"
[ seproxy Normalize user config path usage with string append and os.path.join(). a year ago Enter who you want to send email to: davek@fakeaddress.com
B setoolkit fix sudo check 3 months ago .

g What option do you want to use?

[E) seupdate Updated {} to {0} 3 years ago

1. Use a GMAIL Account for your email attack.
README.md 2. Use your own server or open relay

Enter your choice: 1

. o . Ent GMAIL il add : d k@fakeadd i
ﬁ The Social- Englneer Toolkit (SET) ﬁ E:t:: ;g::: passwo‘::.l fat;ragm:igls(?t w‘;:’(:\ot b::! :iaspI;;:: E‘::k to you):
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Just scratching the surface

: Instruction i UiCache | = | | L2 Cache
i Predecode & Fetch 32kiB o = 256 kiB
H (16 bytes) ' 8way |@||® 4-way - - %
[ 6 MOP ! : [Tnstruction | Execution Units \
: Inetrction (S)ueue il Lok, = [L1d Cache Line Fill AGU ]!} ! Y
[ : : Gl 2| 32k Buffe A '
i @5 entries) | | 2 d ey : :
: i — : Amen .
[ e S = \ CPU CPU
e ' Core Core
: Branch | | ! : < System Agent
fms e 5-way D Prediction | | loads Load Buffer Physical i A Display
! ||rom |2 5 <] Unit 1 I (72 entries) Register File AT 3 f < - Controller
! 38 -?_; Return Stack|f { | Sre G EormariEnTen Integer n INTMUL] | | | }
H o 2 Buffer ., stores Registers El IVECALU | i} | |
{ o Branch || | | l (180 entries) | | [ 3 Teee 3333 ol i| LLC Slike
: £ 5 B 5 5 |rergetbutferd| i L[ Branch Order Buffer = &0 -
! o T v v d 1 (48 entries)
! bl q 1 .0
. worcae] | | lan Coldwater $ % # @lanColdwater - 12h v
= ]
<} 4 OPs. % 1 ] (224 entri . H H H H °
suors % gway | R Retiement Uni #ZombielLoad is no joke. It has multiple practical attack scenarios across CPU

Stack Engine Allocation Queue RAT RAT 4HORS

(2x64 entries)
‘s LOPs 'Register !
g Allocation & Renaming

P egister Alias Table s -
TS | ’ﬁ—w‘"ﬁ privilege rings, OS processes, VMs, and SGX enclaves.

SI3ppy

Disabling hyperthreading is the only possible workaround to prevent this
extremely powerful attack on current processors.
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The business of security
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Fundamental Economics

$1 to attack

$400 to defend
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What is a Proof of Concept Worth?

ZERODIUM Payouts for Mobiles’

Upto iPhone RJB
$2,000,000 Zero Click
RJB: Remote Jailbreak with Persistence . i0S
RCE: Remote Code Execution N Android o
LPE: Local Privilege Escalation I Any OS
Upto SBX: Sandbox Escape or Bypass
AT Phone RIB
$1500,000 ;
108
2001 2002 Nl 2002 N
~Upto WhatsApp SMS/MMS iMessage
0,000 RCE+LPE RCE+LPE RCE+LPE
108 /Androld 108 /Android 108
2005 N 2.006 2007 2008 2001 N 2002
Uﬁ,l_n FB Massenger Signal Telegram Email App Chrome Safari
, ) RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE RCE+LPE
108 /Androld 108 /Androld 10S /Androkl 10S/Androld 108 /Androld Androki 108
4001 5001 2,00 N 2003 S, | 2008 ]
Upto Baseband LPE to Media Files Documents SBX SBX Safari RCE
RCE+LPE Kernel /Root RCE+LPE RCE+LPE for Chrome for Safari w/o SBX
10S /Androld 10S/Androld 10S /Androkd Androld 108 o8
7001 N 7002 8,002 2003
Upto iFi RCE Information [k]JASLR Passcode Touch ID
via MitM Disclosure Bypass Bypass
10S/Androld 10S /Androkd
* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners. 2019/01 © zerodium.com

/ 1001 b ] \

KED SIFT-



Enterprise is the growing target
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Cost of breach to the company

Avg $3.6 million

IBM estimate, pre GDPR

$7.3 million in the USA

Not 'mega’ breaches

$141 to $282 per data record
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The “hidden” costs €2

to 90 percent of the ot l
business impact on . n

organization, and will i
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What Next?
y @rahulpowar
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