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Security

« Confidentiality

—The property that information is not made available or disclosed to unauthorised individuals,
entities or processes.

. Integrity
—The property of safeguarding the accuracy and completeness of assets — this may include the
ability to prove an action or event has taken place, such that it cannot be repudiated later.

 Availability
—The property of being accessible and usable upon demand by an authorised entity.
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Impact Level

A Business Impact Level is a numeric indicator of the level of impact likely to result from the compromise of
Confidentiality, Integrity or Availability of an asset. It is a seven point scale ranging from ILO (no impact) to IL 6
(maximum impact).

Impact Level
1.Minimal delay to or loss of minor supply service
2.Loss of a number of minor supply services

3.Make it more difficult to maintain the operational effectiveness or security of UK or allied forces
(e.g. compromise of UK forces training materials or supply procedures)

4.Cause damage to the operational effectiveness or security of UK or allied forces
(e.g. compromise of a logistics system causing re-supply problems without causing risk to life)

5.Cause severe damage to the operational effectiveness or security of UK or allied forces
(e.g. compromise of the operational plans of units of company size or below in a theatre of military operations)

6.Cause exceptionally grave damage to the operational effectiveness or security of UK or allied forces
(e.g. compromise of the operational plans of units of battalion size or above in a theatre of military operations)
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https://www.ncsc.gov.uk/guidance/technical-risk-assessment-and-risk-treatment-is1-2-supplement (now withdrawn)
http://standards.police.uk/library/bps68723/bps68723-0000-00.pdf (alternate site)

ISO/IEC 27005:2011
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/715778/May-2018_Government-Security-Classifications-2.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/567242/national_cyber_security_strategy_2016.pdf

https://www.ncsc.gov.uk/content/files/guidance_files/GPG 47 - Information Risk Management - issue 1.0 April 2012 - NCSC Web.pdf
http://www.kcgaudit.co.uk/wp-content/uploads/2016/01/Information-Risk-Management-Good-Practice-Guide-47_1.0.pdf (alternate site)
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Apply Impact levels (C, |, A)
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Confidentiality
The property that information is not made available
or disclosed to unauthorised individuals, entities or processes
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An emxpale of ofubscatoin taht deos not wrok

Just because something is obscured it does not mean it does not contain information

“Aoccdrnig to a rscheearch at Cmabrigde Uinervtisy,

it deosn't mttaer in waht oredr the Itteers in a wrod are,

the olny iprmoetnt tihng is taht the frist and Isat Itteer be at the rghit pclae.
The rset can be a toatl mses and you can sitll raed it wouthit porbelm.
Tihs is bcuseae the huamn mnid deos not raed ervey lteter by istlef,

but the wrod as a wlohe.”

The protection of information other than the content is ‘Traffic Flow Security’
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Traffic Flow Security

Questions Information

* Who is communicating? » Packet Size

* Where are they located? Packet timing

* What are they doing? Packet rates/counting

* What are they looking at? Communication patterns/direction

* How soon before they take action? IP addresses

* Who will be taking action? DiffServCodePoint

Reaction to deleted or delayed packets
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Lessons from History

\L/JVc?rId War 2 Determine

sing

« Direction finding » Order of battle
« Signatures of Radios e [ntentions
 Call signs e Units

In the Second World Watr, traffic analysis was used by the British at Bletchley Park to assess the size of
Germany's air-force, and Japanese traffic analysis countermeasures contributed to the surprise of their 1941
attack on Pearl Harbour.

Nowadays, Google uses the incidence of links to assess the relative importance of web pages, credit card
companies examine transactions to spot fraudulent patterns of spending, and amateur plane-spotters revealed
the CIA's "extraordinary rendition‘ programme.

Diffie and Landau, in their book on wiretapping, even went so far as to say that
traffic analysis, not cryptanalysis, is the backbone of communications intelligence
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Intelligence Power in Peace and War

Michael Hermann, who has served as chair of the UK Joint Intelligence Committee,
describes the value of extracting data from non-textual sources (not the content)

“These non-textual techniques can establish
targets' locations,

 order-of-battle

e and movement.

Even when messages are not being deciphered, traffic analysis of the target's C3I system and its patterns of
behaviour provides indications of his

* intentions

e and states of mind,

In rather the same way as a neurologist develops insights about a silent patient by studying EEG traces from
the brain.
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Traffic Flow Security Research

Attack

» Finger printing websites (pattern of TCP flows/packets and sizes)

* Identifying applications and operating systems (pattern of flows and communication flow configuration)
|dentifying source and destination (TOR scenario)

|dentifying language

|dentify the network topology

|dentify geographic location

Defence

Statistics modification or obfuscation
» packet size,

 flow size/direction,

* web object size/number

* timing
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Xiapu Luo et al HTTPOS: Sealing Information Leaks with Browser-side Obfuscation of Encrypted Flows 18th Annual Network & Distributed System Security Symposium

Brad Miller, Ling Huang, A. D. Joseph, J. D. Tygar I Know Why You Went to the Clinic: Risks and Realization of HTTPS Traffic Analysis (~90% success) The 14th Privacy Enhancing Technologies Symposium

Mauro Conti , Senior Member, IEEE, Qian Qian Li, Alberto Maragno, and Riccardo Spolaor The Dark Side(-Channel) of Mobile Devices A Survey on Network Traffic Analysis IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 20, NO. 4, FOURTH QUARTER 2018

Taher Ahmed Ghaleb Wireless/Website Traffic Analysis & Fingerprinting A Survey of Attacking Techniques and Countermeasures 2015 International Conference on Cloud Computing (ICCC) 

Saman Feghhi and Douglas J. Leith A Web Traffic Analysis Attack Using Only Timing Information IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 11, NO. 8, AUGUST 2016
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ldentifying Operating System, Browser, Application
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Jonathan Muehlstein, Yehonatan Zion, Maor Bahumi, Itay Kirshenboim Ran Dubin, Amit Dvir, Ofir Pele Analyzing HTTPS Encrypted Traffic to Identify User’s Operating System, Browser and Application      
2017 14th IEEE Annual Consumer Communications & Networking Conference (CCNC)  https://arxiv.org/vc/arxiv/papers/1603/1603.04865v1.pdf
# Forward packets
# Forward total Bytes
Min forward inter arrival time difference
Max forward inter arrival time difference
Mean forward inter arrival time difference
STD forward inter arrival time difference
Mean forward packets
STD forward packets
# Backward packets
# Backward total Bytes
Min backward inter arrival time difference
Max backward inter arrival time difference
Mean backward inter arrival time difference
STD backward inter arrival time difference
Mean backward packets
STD backward packets
Mean forward TTL value
Minimum forward packet
Minimum backward packet
Maximum forward packet
Maximum backward packet
# Total packets
Minimum packet size
Maximum packet size
Mean packet size
Packet size variance

TCP initial window size
TCP window scaling factor
# SSL compression methods
# SSL extension count
# SSL chiper methods
SSL session ID len
Forward peak MAX throughput
Mean throughput of backward peaks
Max throughput of backward peaks
Backward min peak throughput
Backward STD peak throughput
Forward number of bursts
Backward number of bursts
Forward min peak throughput
Mean throughput of forward peaks
Forward STD peak throughput
Mean backward peak inter arrival time diff
Minimum backward peak inter arrival time diff
Maximum backward peak inter arrival time diff
STD backward peak inter arrival time diff
Mean forward peak inter arrival time diff
Minimum forward peak inter arrival time diff
Maximum forward peak inter arrival time diff
STD forward peak inter arrival time diff
# Keep alive packets
TCP Maxiumu Segment Size
Forward SSL Version
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Real Time Traffic Classification Example

Client number of packets; Server number of packets; Total number of packets;
Client packet size expectation; Server packet size expectation;

Client average ‘packets per second’ rate; Server average ‘packet per second’ rate;
Client packet size variance; Server packet size variance;

Total client bytes; Total server bytes; Download to upload ratio;

Server average number of bytes per bulk;

Client average number of bytes for bulk; Server average number of packets for bulk;
Client average number of packets for bulk; and Transport protocol (TCP or UDP)
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Markov Chain Fingerprinting
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Sambuddho Chakravarty, Marco V. Barbera, Georgios Portokalidis,Michalis Polychronakis, Angelos D. Keromytis 
On the Effectiveness of Traffic Analysis Against Anonymity Networks Using Flow Records     PAM 2014: Passive and Active Measurement pp 247-257
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Inferring Protocols

In addition to helping profile a pattern of communications
this may also allow someone to determine if prohibited protocols are being disguised as HTTP
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Spotting Encrypted Malware
Four machine learning classifiers were trained using different subsets of data features.

1) Flow metadata (Meta), the sequence of packet lengths and inter-arrival times (SPLT), and the distribution of bytes (BD),

2) TLS information (TLS),
3) Asthe 1) plus the TLS client information, (the offered ciphersuites, advertised extensions, and the client’s public key length).

4) All data, and an additional, custom feature: whether the server certificate was self-signed (SS).

AIRBUS
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Blake Anderson, Subharthi Paul, David McGrew “Deciphering Malware’s use of TLS (without Decryption)” Jul 07 2016 cs.CR arXiv:1607.01639v1   https://scirate.com/?archive=lmvcktqarqm
Comput Virol Hack Tech (2018) 14: 195. 

CISCO “Encrypted Traffic Analysis”  CISCO, 2019, https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/enterprise-network-security/nb-09-encrytd-traf-anlytcs-wp-cte-en.pdf retrieved 11/11/2019

Rezaei S, “Deep Learning for Encrypted Traffic Classification: An Overview” IEEE Communications Magazine 57 (2019) 76-81   https://arxiv.org/pdf/1810.07906.pdf

Kane A, Vlach T, Luks R, “Encrypted Traffic Analysis” Flowmon, 2019,  https://www.flowmon.com/getattachment/a0ba7082-c16d-48b0-b771-011e4be00157/Encrypted-Traffic-Analysis.aspx retrieved 11/11/2019
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Language Classification in Messages
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Padding Defence

e
Overhead

Countermeasure

Session Random 255 9.0 7.1
Packet Random 255 9.0 7.1
42 34
Exponential (factor 2 8.7 10.3
Mice-Elephants (128 or MTU 41.6 39.3
Pad to MTU 81.2 58.1
Packet Random MTU 40.1 28.8
Direct Target Sampling 86.4 66.5
60.8  49.8
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Kevin P. Dyer, Scott E. Coully, Thomas Ristenpartz, and Thomas Shrimpton   Peek-a-Boo, I Still See You: Why Efficient Traffic Analysis Countermeasures Fail 
Security and Privacy (SP), 2012 IEEE Symposium

RFC 4303 IP Encapsulating Security Payload (ESP) – Proposed standard that includes Traffic Flow Confidentiality measures. Potentially combine this with compression (ROHC RFC 3095 and IPCOMP RFC 3173 – but be careful about compression method)
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Voice over IP

Attack

* |dentification of the existence of hidden voice flows (0.9) and specific speech(0.98)
» Uncovering Spoken Phrases (Scenario dependent)

* |dentification of speaker (~48%)

« |dentification of Language (55-100%)

Voice Coding Types

e Constant Bit Rate

» Variable Bit Rate

» Voice Activation Detection (Silence Suppression hangover of 20-70ms)
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Lessons from History - Acoustic

Keyboard Acoustic Emanations

Raw

the big money fight has drawn the shoporo od dosens of companies in the

entertainment industry as well as attorneys gnnerals on states, who fear the fild shading
softwate will encourage illegal acyivitt, srem the grosth of small arrists and lead to lost cobs and
dimished sales tas revenue.

After trigram decoding

the big money fight has drawn the support of dozens of companies in the entertainment industry
as well as attorneys generals in states, who fear the film sharing software will encourage illegal
activity, stem the growth of small artists and lead to lost jobs and finished sales tax revenue.

Original

the big money fight has drawn the support of dozens of companies in the entertainment industry
as well as attorneys gnnerals in states, who fear the file sharing software will encourage illegal
activity, stem the growth of small artists and lead to lost jobs and dimished sales tax revenue.

Results Before language correction Words ~58%, Chars ~88%
After language correction Words ~80%, Chars ~92%
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Radio listening stations would recognise
operators by their distinctive ‘fist’ when
tapping Morse. This gave vital clues as to
where units were being assigned.

Acoustic keyboard emanations have been
reported as being used by the CIA
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Li Zhuang, Feng Zhou, J. D. Tygar Keyboard Acoustic Emanations Revisited Proceedings of the 12th ACM Conference on Computer and Communications Security, November 2005, pp. 373-382
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Uncovering Spoken Phrases in Encrypted
Voice over IP Conversations (VBR using phonemes)

Bit rate and position in sequence for each packet fingerprints the word
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CHARLES V. WRIGHT et al, Uncovering Spoken Phrases in Encrypted Voice over IP Conversations 
ACM Transactions on Information and System Security, Vol. 13, No. 4, Article 35, Pub. date: December 2010.
Charles V. Wright Lucas Ballard Scott E. Coull Fabian Monrose Gerald M. Masson Spot me if you can:Uncovering spoken phrases in encrypted VoIP conversations 
Security and Privacy, 2008. SP 2008. IEEE Symposium
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VolP Example

&

1
|
|
cliff] ® | cliff :
|
was| * Jwas :
soothed| ® |soothed !
|
by *|by .
al [|the :
. . |
Juxurious| ® 111){111‘10115:
massage |_* | massage !
|
METEOR Score: |
0.78 '

22 11 November, 2019

is||it's
not[ * not
except easy
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create| * [create
illuminated | ° |illuminating
examples [ * |examples

METEOR Score:
0.53
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©

that| ° Jthat's
you your
headache| ® |headache

METEOR Score:
0.18
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University of North Carolina at Chapel Hill in partial fulfilment of the requirements for the degree of Doctor of Philosophy https://cdr.lib.unc.edu/indexablecontent/uuid:a009d909-d0f3-4870-a49c-294cd966ab5a 
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Voice information from Silence Suppression
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Language Classification
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Integrity

The property of safeguarding the accuracy and completeness of assets
— this may include the ability to prove an action or event has taken place,
such that it cannot be repudiated later.
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Integrity

We understand how (using mathematical functions) to ‘sign’ data securely.

Issues

» Trusting the hardware/software doing the signing to implement the Security Enforcing Function properly
» Trusting the hardware/software not to modify what the author provided

« Authenticating the author to the hardware

» Spoofing

Authentication

 What you are (biometrics),

* What you know (pass-phrase/word/pattern),
 What you have (token).

In recent years their has been more thought put into authentication approaches which support the human and
disadvantage the machine.
At the security domain level the IP-encryptors can provide basic integrity.

26 11 November, 2019 The All-Encrypted Network and the Cyber Threat AI RB US



DEFENCE AND SPACE

- -
[ Y
il BT =
-
‘ Ll . - L] . : -
- 5 LY ™ . n
- . - m
‘. - = . LY L
- .
; » l‘ e o LY LY
- " .
LT b . . e LY -
L] L
o . LY .. LY = & a |
. a .‘ “a - . L W
Y =) = 3
n . ‘ “ ‘ ‘ “ u %
[ b ‘ ‘ b L P % =
LY (™Y W L. % u n
] - n I ;
a " . & " a L
L T b
S u i

Availability

The property of being accessible and usable upon demand
by an authorised entity.
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Avalilability Issues

* Individual component networks may not be trusted to the same level and so some control is needed.
» Ensuring that only appropriate information is passed (Encrypted packets, Routing traffic, RSVP?).

» Recognising and reacting to a compromised network in a timely manner
(some aspects may be very subtle).

» Ensuring critical traffic follows reliable routes (problematic as it is encrypted).

* Having a management system to support availability without introducing unacceptable levels of vulnerability
(potential cross-domain issues).

* Intrusion Detection/Protection when packet inspection is prevented by crypto
 Traffic Policing and Shaping when packet inspection is prevented by crypto

» Performance Enhancing Proxies and WAN Accelerators are disabled by crypto

This is an area which needs careful consideration
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Aid to Discussion
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Summary

Confidentiality

» Traffic Flow Security is a significant issue if you cannot control your applications or apply specialist measures and you wish
to send encrypted flows over an untrusted network.

* If you apply specialist measures it may harm the performance of the network

Integrity
» At a security domain level, this is well supported

» At a user level, there is reasonable support through passwords, tokens and potentially biometrics
» At a user device level, trust in the device and its software to support integrity becomes an issue if it must be high level

Availability

In an all-encrypted network there are numerous availability issues around
* IPS/IDS

PEPs and WAN accelerators

Routing of critical traffic

Protection of component networks from each other

Management to support availability
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To put the security risk in perspective here is one of the many (daily) regular updates from CY1WARP csoc@waleswarp.org.uk
This was chosen arbitrarily and not for effect.

Microsoft Releases June 2019 Security Updates to Patch 88 Vulnerabilities
https://thehackernews.com/2019/06/windows-june-updates.html   Issued   Wednesday June 12th 2019 07:09
�This month's security updates include patches for a total of 88 vulnerabilities, 21 are rated Critical, 66 are Important, and one is rated Moderate in severity.�The June 2019 updates include patches Windows OS, Internet Explorer, Microsoft Edg e browser, Microsoft Office and Services, ChakraCore, Skype for Business, Microsoft Lync, Microsoft Exchange Server, and Azure.

Unpatched Issue Reported by Google Researcher�However, Microsoft failed to patch a minor flaw in SymCrypt, a core cryptographic function library currently used by Windows, which on successful exploitation could allow malicious programs to interrupt (denial of service) the encryption service for other programs.��This vulnerability was reported to Microsoft by Tavis Ormandy, a Google project zero security researcher, almost 90 days ago. Ormandy today publicly released details and proof-of-concept of the flaw after finding that Microsoft doesn't have any plan to patch the issue with this month updates.��"I've been able to construct an X.509 certificate that triggers the bug. I've found that embedding the certificate in an S/MIME message, authenticode signature, schannel connection, and so on will effectively DoS any windows server (e.g. ipsec, iis, exchange, etc) and (depending on the context) may require the machine to be rebooted," Ormandy said.

Other Important Microsoft Vulnerabilities�Here below we have compiled a list of other critical and important Microsoft vulnerabilities of which you should be aware of:�1) Windows Hyper-V RCE and DoS Vulnerabilities (CVE-2019-0620, CVE-2019-0709, CVE-2019-0722) — Microsoft patches three critical remote code execution vulnerabilities in Windows Hyper-V, native virtualization software that lets administrators run multiple operating systems as virtual machines on Windows.��According to advisories, these flaws originate because the host machine fails to properly validate inputs from an authenticated user on a guest operating system.��Hyper-V RCE flaws thus allow an attacker to execute arbitrary malicious code on the host operating system just by executing a specially crafted application on a guest operating system.��Besides RCE flaws in Hyper-V, Microsoft has also released patches for three denial-of-service (DoS) vulnerabilities in Hyper-V software that could allow an attacker with a privileged account on a guest operating system to crash the host operating system.��Users and system administrators are highly recommended to apply the latest security patches as soon as possible to keep cybercriminals and hackers away from taking control of their computers.��"Obviously, lots of software that processes untrusted content (like antivirus) call these routines on untrusted data, and this will cause them to deadlock."�
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