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Security Labels (Levels)

subjects : current level, maxlevel

| objects : (current) level
DOMINATES relation

S e L i

2 L1 s= L2 ‘and L2 >= L1

- implies L1 ='L2'

3. L1>=L2 and L2 >= L3. v

lmphes L1 >= L3 |



$ TYPE CECLARATIONS
$ Entity includes both subjects and objectse.

TYPE Entitys . ’
TYPE Subject OF Entitys
TYPE Object OF Entity:

TYPE Seocuritylevel:

$ Declare access modes.

TYPE Access = (9_3CCosSy Ir_TCCoSSy 3_3CCosSSy u-éccass):

$ Declare access olcmonis.

TYPE E1lts 3 Declare access elements as a typo.
- TYPE EltSot{ $ We will alsc naed sets of access elements.

$. SET MACROS

$ Usa the SatDets macro to the pull in the doflnxtzcns of

. % .set ogerations for sets of elements.

 SetDefsC Elt, EltSet )

$ This is part cf the output of thas Sé tDafs macro a;plied to elements.

$ Declare "is a member ct¥ primxtivo for sots of olcmonts.

DECLARE
$ Axiom
DEFINE

BY
FOR

InEl1tSet(Elt, E1tSet) : BOOLEAN;
of set union.
UnionEltSet(setlEltSet, set2ELtSet) : EltSat

eltlElt

ECUIV

{

33

InEltSet(eltlElt, UnionEltSet(setlEltSet, setZEitSOt))?
OR

< :
InEltSet(eltlElt, sotlEltSet):
InEltSet(eltlElt, set2EltSet);
)

$ Besides the bisic operations, axionms for set equality and “the

$ onpty

set aro 90ncratcd.



$ MORE TYPES

$ Each E1t is a trigle, (Subject, Object, Attribute):
DECLARE SubjectCf( E1t ) : Subject:

DECLARE ObJjectOf( E1lt ) ¢ OLject;

DECL ARE AttributeOf( E1lt ) : Accass;

$ Declare the current access set.

DECLARE CurrentAccess( Time ) : EltSet;

$ Daclare the access permission matrix as a functxon
s of sutjects and objactse.

DECLARE Permissions( Time, Subject, Object ) Accasssét;

$ Declare security level furctionsQ

DECLARE MaxLevel( Subject ) : SecuritylLevel; $ maximum leval
. DECLARE ObJjectLevel( Time, Cbject ) : SecuritylLevels;
DECLARE CurrentLevel( Time, Subject ) : Securitylevel; $ current

$ Declare the “dominatas™ rcl;tion for sachity classese.
DECLARE’Dominatcs( Securitylevel, SecurityLevel ) i BOOLEANG

$ Define some nctions associated with the hierarchy of obJecté;
DECLARE Parent( Time, objoz:t‘.'_ Object ) : BOCLEAN; :
VAR .vobj, objl, c¢pj2 : Okject;

DEFINE Root( t, oby ) ¢ BOOLEAN
BY
FOR ot Jjl NOT Parent( ty oktjl, obj )s

$ This is a recursive definition of objl being inferior Fo cby2:

DEFINE Inferior( ts obJjly, otj2 ) : BOOLEAN
BY
OR
{ : ,
Parent( ty, cby2, objl )i
EXIST obj
ANC
< .
Inferior( t, objs obj2 )3
Parent( ty obj, cbjl )3

level



SECURITY POLICY
B simple security ~ ( applies to all‘) |

W star - property ( only untrusted )

m discretionary ~ control ( applies to all )



e neeeen

$ STATE REQUIREMENT
$ Declare the sscurity groperties of the system.

DECLARE Simple3l:zcurity( Time ) 2 BOOCLEANS
DECLARE StarProgperty( Time ) : BOOLEAN;
DECLARE DiscretionarySecurity(Time) : BCOLEANS

DEFINE StateReguirement( t ) 2 BOOLEAN
BY o

AND
o ¢ _ S
SimgleSecurity(t);
StarProperty(t);
DiscretionarySecurity(t);
};

Define the sinple security condition.
Note: InfltSet is defined in SetDefs.l. s
It is the relitionshig of set membership betuween
access elements and sits c¢f access oloments.
DEFINE SimpleSecurity(t) : EOOLEAN
BY
FOR elt
IF AND
{

InEltSet( elt, CurrentAccess(t) );

Ot serveAccess( eolt D;

} )

THEN Dominates( MaxiLevel(SubjectOf(elt)),

Objectlevel(C t, Objectlf(elt)d)s



$ Define the *x-groperty.

s If Trusted (subj) Then sutj is a trusted subject.

DECLARE Trusted( Subject ) : BOOLEAN;

DEFINE ‘tarFroperty(t) s BOCLEAN

8Y
FOR elt

¥ e

IF AND

{

.

InEltSet( olt, CurréntAccoss(t) )s
NCT Trusted( SubjectOt(elt));

THEN AND

¢

}

IF Attrxbutoﬂf(oli) = a_access

THEN Cominates( OchctLovel(t,ObJocth(elt)),

CurrentlLeval(t, Subaectaf(clt))).

IF Attributedf(elt) = w_access
THEN Objectievel(t,Objectif(elt)) =,CurrontLovol(t.Subgectof(glt)):

IF AttributeODfCelt) = r_accass
THEN Dominates( CurrentLevel(t,Subjectif(eltd),
ObjoctLavol(t,Objectaf(qlt))):

Define discretionary security.

Note: InAccessSet is similar to InEltSet excegpt that it denotes
set membership betweer access attributes and sats of access
attributes.

_  DEFINE CLiscreticnarySecurity(t) : BOOLEAN
BY
FOR elt

IF InEltSet( elt, CurrontAccoss(t) p]
THEN InAccessSet( Attritutelf( elt ),

Permissions( t, Subgoctﬂf(clt)j ObJecth(elt))).



COMPATABILITY PRINCIPLE

s

ow
, / \ high
D j
| higher
level (S) >= level (A)  read A
level (S) <= level (A) write A

level (S) <= level (C) write C



State | Tr»ans'fo»rmatio‘ns ( Rules)

Get Read Release__ACcess Create__Object
- Get_Write Give_Access Delete_Object )
_Get_Execute Rescind Access

~ Get_Append ' Change_Cufrent_LeveI |

Change_Object_Level



Underlying State Machine Model
 State = | a'c'cesses, permis“s'iohs,' Ievels;

subjects, dbjects )

= event - o
. initial / : : o -
o state | , | I

| oLD | ' | L
state | o



RULE 1 Get_Read

read

permission

1. MaxLevel (S) >= Level (O)
2. S trusted OR Current Level (S) >= Level (O)

Result :  add access to Access Matrix



'RULE 2 ‘Get_Append

appehd

permission

1. Strusted OR Level (O) >= Current Level (S )

Result : add access to Access Matrix o



. RULE 3 Get_Execute

execute

permission

Result : add access to Access Matrix



RULE 4 Get_Write

write

permission

1. S trusted and MaxLevel (S) >= Level (O)

2. S not trusted and Level (S) = Level ( 0)

Result : add access to Access Matrix



~ RULE 5 | Release_AccéSs

release A

Result : 'delete entry in Access Ma’trix  "



Reloase_Accoss

Relesase_Accass( S, Oy A) means that S releates access to O in
mode A.. '

Hare is the VERLS sgecification of this rule.

VAR x_access & £fccess;

CONST Cx_access 3 Accesss -

CONST Cx_accesse ¢ Access;

CONST Calt : Elt;

DEFINE FeleaseAccess( subjy objs x_access ) 2 BGOLEAN
8Y : ' :

AND
{
FOR ol1t
IF AND
{ ,
SubjectCf(elt) = subjs
ObjectOf(elt) = obyi :
AttributeOf(elt) = x_access; ‘
InEltSet( elty CurrcntAccess(OLD) )3
) : '
THEN NOT InEltSet( elt, CurrentAcceoss(NEW))
ELSE

IF NOT InEltSet( elt, CurrentAccess(0LD) )
THEN NOT InEltSet( slt, CurrentAccess(NEW))
ELSE InEltSet( elt, CurrsntAccess(NEW));

$ We also need to sgpecify that no other state functions change:

SamePermissions;
SameCurrentievel;
SameObjectlLevel:
SameParent;
SameHierarchy;



Here is the VERLS proof that Release_ACcCess proeserves securitye.
$ Declare instantiation constants.

CONST Csubj, Csubjl, Csubj2, Csubj3 3 Suonject;
CONST Cebgs Cobgl : ObJjects

PROVE
IF ANC
{
StateRequircement(OLL);
EXIST subj EXIST ob; EXIST x_accass
ReleaseAccess( subgy objy x_accass Js

)
THEN StateRequirement( NEW )3

'PROVE SimpleSecurity( NEW )3
<
EXIST subj EXIST obj EXIST x_accaess
ReleascAccess( subjy obJjs x_access )3

‘SimpleSecurity( GLD J3
)3 '

PROVE StarProperty( NEW )3
< .
EXIST suby EXIST obj EXIST x_access
ReleaseAccess( subjs obJs x_access )3
StarProperty( OLD )3
)]

PROVE DiscretionarySecurity( NEW )3

{

EXIST subj EXIST ob; EXIST x_access
ReleaseAccess( subly objs x_access )3

DiscretionarySecurity( CLD )3



RULE 6 ~ Give_Permission

permits access in mode A

§1 —— ( 52 —> 0)

| Comments : Defined differently in different places

GIVE ( S1, O ) not completely defined--means that
S1 can give permissions regarding O.

1. O is not ROOT and S1 has write access to Parent ( O
OR

2. 0 is ROOT and GIVE (S1, O)
Result : add entry to Permissions Matrix



RULE 7 Rescind_Permission

rescinds access in mode A

S1 > (S2 — 0)

RESCIND ( S1, O ) is not completely defined--means that S1

can rescmd permissions regardlng 0. |

1 O is not ROOT and S1 has write access to Parent ( O )
OR |

2 O is ROOT and RESCIND (S1,0)

Result : delete entry to Permissions Matrix

and delete all applicable entries in

Current Access Matrix



RULE 8 Create_Object

append or 02 ’
t .
S1 . creates > 01
at level L

1. S1 has write or append access to Parent ( 02 ).
2. L >= level (02)

Comment : Evidently ROOT must exi'st in the initial staie.

Result : a new object



RULE9  Delete_Object

02

P

delet
S1 »eees > 01

1. O1 is not ROOT and S1 has write access to Parent ( O1)
Comment : Evidently, can not delete ROOT |

Result : Delete O1 and subtree under O1.
Delete all applicable accesses from
the Access Matrix and all applicable
Permissions from the Permission Matrix.



‘Rule 10

Change_Subject_Current_Level

- Current level ( S ) is changed to L.

1. MaxLevel (S) >= L

2. S trusted- OR all current accesses by S obey the
star - property assuming the new current level of S

Result : Current level of S is L.



Rule 11

Change Object Level

S - (Level (0) = L)

1. S trusted AND current level ( S) >= level (0)
OR |

current level (S) >= L >= level (O)

2. If any subject T has access to O in read or write
mode, then MaxLevel (T) >= L

3. For all current accesses to 0, the star - property
still holds assuming the level of O is L

4. The compatibility property still holds assuming
that the level of O is L |

5. CHANGE (S, O) is true

Comment : CHANGE ( S, O) is not formally defined in
the model, but it means that S is permitted to change
the level of O. No motivation is given for the
asymmetry in 1.

Result : The level of O is L



A Problem With Hierarchies
Scenario : S creates o ( S not trusted )

S requests write access to O

- append
Create_Object or 02
write
S > O1
creates

level (O1) >= level (02)
star-property implies level ( 02 ) >=level (S )

thus level (O1) >= level (02 ) >= current level ( S )

Get_Write
write
S— > 01
level (S) = level (O1)

All this implieslevel ( S)= Ievél‘( 02) = level ( O1)



B - Level Secure Unix File System

e Processes ( privileged, child)
® B1 Security |
Security Policy
Descretiohary Control (modes)
Mandatory Control (labels)
simple security
star-property |
Accountabi.lity | ( logon )
Assurance (domain prdtection, model,i teéting)"

Documentation



Discretionary Access Control

-FrWXr-Xr--



Directories Are Not Containers

D

w
v

Directories Are Corridors :
execute: ( search, if you can )
read: ( list, if you can)

write: ( create/delete, if you can )



Single - Level Directories

A (5)
(6)/|(N(8)
B C D
D E F G H

H
(6) (6) (7) (7) (9)

A Single - Level Directory has all files
at the same level as the directory and all
directories are single level at the same level.

- No processes can create a file in a single-level
directory at a level different from that of the
-dirctory.



Mandatery Policy For Directories (RulosAAbéut Labals)

In the rules that follouws U danotes any user. 0 denotes 3

directory. F denotes either a directory or 2n ordinsry file.

L denotes a label (level), anc L(U), say, denctes, the current
lebel (level) of L. '

In order tor any i#ccess tc be possible to a file, the user must
have execute access tc all directories suporior to thc lee.

execute It U gains execute access to C, then
' LCw )= LCD).

read It U gaing rezd access to Dy thon
U must already have execute access to D.

It the name of a file F is displayed during &
read eccessy then L(U) >= L(F).

write It U gains write access tc D, then
U must already havp execute access to De.

It D is a single-level directory, then
LCU) = LCC).

If U creates cr deletes a file F, then
LCU) = L(FJ.

I1 U deletes @ file Fy then U must alrsady
hive discretionary access to F in write moda.



Mandatory Policy For Cata Files (Rules About Labels)

In ths rules that follows U denotes any user. F denotes

an ordinary file. L denotes & label (level), and L(U)y s3ys
denotes the current label (lavel) of U.

in order for any #ccass tc be possible to a file, the user
must have execute access to all directories superior to ths
filee )

axecuta It U has execLte access to £ thaen LCU) >= L(F).

read It U has read access to F then L{U) D= L(F),

write It U has write accaess to F then LCU) = L(FJ.



Extra Mandatdry Checks

'® Root - Owned Files

® Protected Device Files



