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BELL - LA PADJULA MODEL 

• perspective 

• constructs 

• problems 
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Security Labels (Levels) 

subjects: current level, maxlevel 

objects : (current) I eve-I 

DOMINATES relation 

. 1. L 1 >= L 1 

2. L1 >= L2 and L2 >= L1 

implies L 1 = L2 

3. L1 >= L2 and L2 >= L3 

implies L 1 >= L3 



$ TYPE tECLARATIONS 
$ Entit) includes both subjects and objects. 

TYPE En1ity; 
TYPE Subject OF Entity; 
TYPE Object OF Entity; 

TYPe S~curityL.v.l; 

S Oeclare aCCliS Nodes. 

$ Declar. access ele~.nts. 

TYPE Elt: i Oeclare aCCess el.~ents as ~ tYP3. 
TYPE E11S.t; $ We ~ill alsc naed sats of access El.m~nts. 

S Use t~e Sete,fs •• cro to the pull in the definitiens af 
i. let o~.ratlonl for .ats of elements. 

Sete,fsC Elt, EltSat ) 

$ This is p.rt ef the Oytput of the S.tDafs ~~cro a~pli.d to elements: 

$ O.clar. M1s a .e.b,r cfM ~rimitiv. for sets of ,l, •• nti. 

OECLARE InEltS.t(Elt, EltS.t) : SOOLEAN; 

$ Axio. of set ~n10n. 

DEFINE UnionEl;S,t(setlEltStt, set2EltSet} : fltSat 
BY 

FOR tltlElt 
E'UIV 
( 

>; 

InEltS.1Ce111E11, UnionEltS.t(setlEltSet, set2EltSet»; 
OR 
( 

InEltSet<.ltlElt, .,tlEltS.t); 
InEltSet(eltlElt, set2EltSat>; 

$ Sesides the b.sic operations, ~xio~. for •• t equality and the 
$ enpty .et ~r, gen.r~ted. 



$ MORE TYPES 

S E~ch Elt il ~ triple, (Subject, Object, Attribute): 

OECLARE SubJ.ctCf( Elt) : Subject; 
OECLARE ObjectOf( Elt) : Object; 
OECLARE AttribuitOf( Elt ) : Acc.ss; 

• Oeelare the current accesl set. 

DECLARE Currtnt'eeess( line) : EltSet. 

~ Oeclare the access permislion matrix ss a function. 
$ of sutJ~cts and obj.cts. 

DECLARE PerMissions( T1.e, Subject, Obj~ct ) : Acca!sSet; 

$ Dtclare security level furctlons. 

DECLARE MaxLtvtl( Subject) : Securitylevel; $ Maxi.um lev41 
QECLARE ObjectLevel( Ti.e, Cbject ) : StcurityLevel; 
DECLARE CurrentLevel( Time, SubJect) : Securitylevtl; $ current level 

DECLARE Dominatls( Securitylevel, SecurityLevel ) : 80DlEAN; 

$ Oe11nl sone nctions associated with th9 hierarchy of Objects. 

OECLARE Parent( Time, Object, Object) : 80CLEAN: 

VAR obj, obJl, c~J2 : Object; 

OEFINE Root( t, obj ) : 800lEAN 
BY 

FOR otjl NOT Parent( t, obJl, obj ); 

S This is a r.c~rsivt d.finition of objl being inferior to obJZ: 

DEFINE lnftrior( t, obJl, objZ ) : 800LEAN 
BY 

OR 
{ 

}; 

Parent( t, cbJZ, obJl li 
EXIST obj 

ANt 
( 

}; 

Inferior( t. obj. objZ ); 
Farent( t, obj, cbjl ); 



SECURITY POLICY 

• simple security ( applies to all ) 

• star - property (only untrusted) 

• discretionary control ( applies to all ) 



S STATE REQUIREflENT 

$ Declare the s.curity~ropertles of tne system. 

DECLARE SimpleSacurity( Tim. ) : SOOlEAN; 
DECLARE StarPro~.rt~( Time J : 600LEAN; 
DECLARE D1scr.tionarySeeurl1y(T1~e) : SGOLEAN; 

DEFINE Stat.R.q~ir.n.nt( t ) : 800LEAN 
BY 

s 

AND 
{ 

} ; 

Sim~leSecurity(t); 
StarProperty(t); 
01scretionarySecurity(t); 

S Oef1nt the sinple sec~rity condition. 
$ Nota: InEltS.1 is d.fined in SetDefs.l. 
S It is the rel.tionshi~ of s.t m.mbershipb.twt.n 
5 acc.ss .lemenis ~nd s.ts ef access .ltments. 
S 
DEFINE 5i~pleS9curity(t) : fOOLEAN 
BY 

FOR elt 
IF 'NO 
{ 

} 

InEltSet( elt, Curren1Access(t) ); 
Otserv9Access( .11 ); 

THE~ Oominat.s( Maxlev.l(SubjectOf(.lt), 
Objectl,val( t, ObjectOf(eltJ)J: 



$ Definl the *-~roperty. 

s· If Tr~sted (s~bj) Then sutj is a trust.d subject. 

DECLARE Trustede SubJeet ) : 5DOLE~N; 

DEFINE StarFroptrty(t) : aOCLEAN 
BY 

FOR e1t 
IF AND 
( 

> 

InEltSetC elt, CurrentAeeessCt) ); 
NeT Trusted( SubjectOfCelt»; 

THE~ AND 
( 

IF AttributeOfCelt) = a_aeeess 
THEN Cominate.' OtJee1Level(t,ObJectOfCelt», 

CurrentLev.1Ct,SubjeetOfC.lt»); 

IF AttributeOfCelt) = *_aeeess 
ThEN ObjectLevelCt,ObjeetOfCtlt» =CurrentLevtlCt,SubJQetQtCelt»); 

IF AttributeDfCe1t) = r_leeass' 
THEN Do.i~ates( C~rrt~tLeve1Ct,Subj.etOfC.lt», 

Objee1Level(t,ObjeetOfCelt»); 

$ Oefin. dilcretionary seeurity_ 
S .Note: InAeeeslSet is limilar to InEltStt exeept that it denot.s 
S set m.mbershi~ betwee~ aee ••• attributes and sets of aceess 
S attributes_ 

DEFINE tiscreticnary'See~rit)(t) : 600LEAN 
BY 

FOR e1t 
IF InEltS.t< elt, CurrentAeeess(t) ) 
THE~ InAeeessSet( Attr1tuteOf( ,1t ), 

Permis.ions( t; SubjeetOf(elt), ObjeetOfCelt»); 



COMPATABILITV PRINCIPLE 

s low 

high 
B 

D 
higher 

level (S) >= level (A) read A 

level (S) <= level (A) write A 

level (S) <= level (C) write. C 



State Transformations (Rules)· 

Get Read Release Access Create_Object 

Get Write Give Access Delete_Object 

Get Execute Rescind Access 

. Get_Append Change_Current_Level 

Change_Object_Level 



Underlying State Machine Model 

State = (accesses, permissions, levels, 

subjects, objects) 

initial 

state 

event 

event 

fi rst 

state 

NEW 



RULE 1 Get Read 

read 

s -----~ •• 0 

permission 

1. MaxLevel ( S) >= Level ( 0 ) 

2. S trusted OR Current Level ( S) >= Level ( 0 ) 

Result : add access to Access Matrix 



RULE 2 

append 

5 ------41 •• 0 

permission 

1. 5 trusted OR Level ( 0) >= Current Level ( 5 ) 

Result : add access to Access Matrix 



RULE 3 Get Execute 

execute 

s ------41 •• 0 

permission 

Result : add access to Access Matrix 



RULE 4 Get Write 

write 

s ------1 •• 0 

permission 

1. S trusted and MaxLevel ( S) >= Level ( 0 ) 

2. S not trusted and· Level ( S) = Level ( 0 ) 

Result: add access to Access Matrix 



RULE 5 Release Access 

release A 

s --------------~.~ 0 

. Result: delete entry in Access Matrix 



Relgasl_Access( S, 0, A) mllns that S relea... acc;ss to 0 in 
lIode A •. 

VAR x_access : ~ccess; 

CONST C~_access : Access; 
CONST C~_aCCtss~ : Acclss: 
CONST C.lt : Elt; 

DEFINE ~.leas.Acce.!( s~bJ, obj, x_access) : 8QOLE~N 
ar 

AND 
{ 

FOR lIt 
IF AND 
{ 

SubjtctC1(elt) = sutj; 
ObJ.et01(elt> = obj: 
AttributlOf(tltl = x_access: 
InEltS.t( elt, Curr,ntAceess(OLD) ): 

} 

T~EN NOT InEltSlt( Ilt, CurrentAcc9sS(NEW») 
El SE 

IF NOT InEltSlt( elt, CurrentAccess(OLO) ) 
THEN NOl InEltS.t( elt, CurrlntAccess(NEW» 
ELSE InEltS,t( Ilt, Curr_ntAecess(NEW): 

$ W. also n •• d to s~.c11y that no other state 1unctions change: 

Same Per.is si ons: 
SamtCurrtntLevIl; 
Sam.ObjlctL,vll: 
SameParent: 
Same Hier ar ct'! y: 



Here is the VERLS proof that Releasl_Accesl preserves slcurity. 

s Declare insta~tiation constants. 

CONST Csubj, Cs~bJl, Cs~bjZ, Csubj3 : Suoject: 
CONST .CcbJ, CobJl : Obj~ct; 

PROVE 

<. 

> ; 

IF ANt 
< 

} 

Sta1eRequir,ment(OLt); 
EXI5T sUbJ EXIST ob~EXIST x_access 

R.leaseAcc9ii( subJ, obj, x_aec.ss ); 

THEN StateR.quirement( NEW); 

PROVE SimpleSecur1ty( NEW); 
( 

EXIST subj EXIST obJ eXIST x_acclss 
RellaseAcc.ss( subj, obj, x_acclss ); 

Simpl.Security( OLD ); 
>; 

PROVE StarPro~.rt)( NEW); 
( 

) ; 

EXIST subJ EXIST obJ EXIST x_access 
ReleastAccess( 5ubJ, obj, x_acclss ); 

StarPropert)( OLD ); 

PROVE DiscretionarySecuri1y( NEW); 
{ 

>: 

EXIST subj EXIST ob~ EXIST x_access 
Releas,Access( subJ, obj,x_.ccess )~ 

OiscretionarySecurity( CLe ); 



RULE 6 Give Permission 

permits access in mode A 

81 ----4 •• ( 82-------•• 0) 

Comments: Defined differently in different places 

GIVE ( 51, 0 ) not completely defined--means that 
51 can give permissions regarding O. 

1. 0 is not ROOT and 51 has write access to Parent ( 0 : 

OR 

2. 0 is ROOT and GIVE (51, 0 ) 

Result : add entry to Permissions Matrix 



RULE 7 Rescind Permission -

rescinds access in mode A 

S1 --------1 •• ( S2 ------I ••. 0) 

RESCIND ( S1, 0 ) is not completely defined--means that S1 

can rescind permissions regarding O. 

1. 0 is not ROOT and S1 has write access to Parent ( 0 ). 

OR 

2. 0 is ROOT and RESCIND (S1, 0 ) 

Result delete entry to Permissions Matrix 

and delete all applicable entries in 

Current Access Matrix 



RULE· 8 Create_Object 

append or 02 
write 

~ SI creates 
• 01 

at level L 

1. S1 has write or append access to Parent ( 02 ). 

2. L >= level ( 02 ) 

Comment: Evidently ROOT must exist in the initial state. 

Result : a new object 



RULE 9 Delete_Object 

02 

~ 51 ____ de_l_et_e_s_---t •• 01 

1. 01 is not ROOT and S1 has write access to Parent ( 01 ) 

Comment: Evidently, can not delete ROOT 

Result: Delete 01 and subtree under 01. 
Delete all applicable accesses from 
the Access Matrix and all applicable 
Permissions from the Permission Matrix. 



Change _ Su bject_ Cu rrent_Level 

Current level ( S ) is changed to L. 

1. MaxLevel ( S) >= L 

2. S trusted OR all current accesses by S obey the 
star - property assuming the new current level of S 

Result: Current level of S is L. 



Rule 11 

Change_abject_Level 

s--~. ( Level ( 0) -- L ) 

1. S trusted AND current level ( S) >= level ( 0 ) 

OR 

current level ( S) >= L >= level ( 0 ) 

2. If any subject T has access to 0 in read or write 
mode, then MaxLevel ( T) >= L 

3. For all current accesses to 0, the star - property 
still holds assuming the level of 0 is L 

4. The compatibility property still holds assuming 
that the level of 0 is L 

5. CHANGE ( S, 0 ) is true 

Comment: CHANGE ( S, 0 ) is not formally defined in 
the model, but it means that S is permitted to change 
the level of O. No motivation is given for the 
asymmetry in 1. 

Result: The level of 0 is L 



· " 

A Problem With Hierarchies 

Scenario: S creates 0 ( S not trusted ) 

S requests write access to 0 

Create_Object append 
02 

S • 01 
creates 

level ( 01 ) >= level ( 02 ) 

star-property implies level ( 02 ) >= level ( S ) 

thus level (01) >= level (02 ) >= current level ( S ) 

Get Write 

write 

S. • 01 

level ( S) = level ( 01 ) 

All this implieslevel ( S ) = level ( 02 ) = level ( 01) 



B - Level Secure Unix File System 

• Processes (privileged, child) 

• B 1 Security 

Security Policy 

Descretionary Control (modes) 

Mandatory Control (labels) 

simple security 

star-property 

Accountability ( logon ) 

Assurance (domain protection, model, testing) 

Documentation 



Discretionary Access Control 

-rwxr-xr--



Directories Are. Not Containers 

D 
A ----.• ~ A 
B 

C B 

c 

Directories Are Corridors : 

.... -

execute: (search, if you can ) 

read: (I ist, if you can ) 

write: (create/delete, if you can ) 



Single - Level Directories 

A 
( 5 ) 

( 6 ) I (7) 
( 8 ) 

B c D 

/\ /\ 
D 

( 6 ) 

E F G H 
( 6 ) (7) (7) ( 9 ) 

A Single - Level Directory has all files 
at the same level as the directory and all 
directories are single level at the same level. 

No processes can create a file in a single-level 
directory at a level different from that of the 
dirctory. 



Mandatory Policy For Directori8s (Rulel About lab_ls) 

In the rules that follow, U denote. any user. P denotes. 
direc-tory. F de"ote. 8ither a directory or In orCliniry 1ile. 
L denotes a l.bel (level), anc L(U), say, denotes, ths current 
libel (le~el) of U. 

In order for .ny Icce •• tc be possible to a fil., the user must 
hzve ex.e~t. Ice •• s to all directories luperior to the file. 

execute 

read 

IIIrite 

If U ~ain. execute acclslto e, then 
L(U) )= L(O). 

If U gainl read access to 0, then 
U Must alread) have execute access to D. 

If the nane of a file F is displayed during a 
read Icce.s, then L(U) )= L(F). 

If ~ gains writ~ access to 0, then 
U must Ilread) have Ixeeute accelS to o. 

If 0 is a sin~le-levll dir.c~ory, the" 
L(U) = L(t). 

If U creates er deletls a fill F, the" 
L(U) = L(FJ. 

If U delet •• I file F, then U .ust alraady 
hive dilcretionlry ICC.SS to F 1n write nod •• 



Mandatory Policy For tata Fills (Rull' About Lablls) 

In the rull. that follow, U dtnotes any us~r. F denotes 
an ordinary fill. L denotes, label (levll), and L(UJ, say, 
denotls t~e current libel (l'~ll) of U. 

In order for any ICC.SS tc b. possible to a fill, the user 
must have Ixecute access to all dir.ctories superior to th. 
file. 

If U has .x.c~t. aceess to F thin L(UJ )= L(Fl. 

If U has read aceesl to F then L(U) )= L(F). 

write If U has ,rite aec.ss to F thin L(U) = L(F). 



.' 

'. 

Extra Mandatory Checks 

• Root - Owned Files 

• Protected Device Files 


