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DATA COLLECTION
The Incredible Growth Of The Internet





How much information are you giving away?



There are over 65 social media systems 



No one reads the agreements

7199 words

4049 words



Google splits what they know about you into 51 products



Google splits what they know about you into 51 products



DATA PROTECTION AND 

THE LEGISLATION
GDPR – General Data Protection Regulation



The six principles of GDPR

That personal data is processed lawfully, 

fairly and in a transparent manner in 

relation to individuals

Principle 1 - lawfulness, fairness and transparency 



The six principles of GDPR

That personal data is collected for specified, 

explicit and legitimate purposes and not 

further processed in a manner that is 

incompatible with those purposes

Principle 2 - purpose limitation



The six principles of GDPR

That personal data is adequate, relevant 

and limited to what is necessary in relation 

to the purposes for which they are processed

Principle 3 - data minimisation



The six principles of GDPR

That personal data is accurate and, where 

necessary, kept up to date; every reasonable 

step must be taken to ensure that personal 

data that is inaccurate, having regard to the 

purposes for which it is processed, is erased 

or rectified without delay

Principle 4 - accuracy 



The six principles of GDPR

That personal data must be kept in a form 

which permits identification of data subjects 

for no longer than is necessary for the 

purposes for which the personal data are 

processed

Principle 5 - storage limitation



The six principles of GDPR

That your data is processed in a manner 

that ensures appropriate security of the 

personal data, including protection against 

unauthorised or unlawful processing and 

against accidental loss, destruction or 

damage

Principle 6 - integrity and confidentiality



What is personal data?

Personal Details Financial Details ID Employment details Monitoring Special Categories

Name Bank account Passport CV/employment history IP address Health information

Address National insurance Driving licence References CCTV Biometrics

Email Tax reference National ID card Pre-employment checks Images Genetic data

Telephone Pension details Education & training Voice recordings Sexual orientation 

Fax Debit/credit cards Annual appraisals Cookies/apps Trade union membership

Date of birth Credit checks Employment status Ethnic origin

Title/gender Work permit/immigration Political opinions

Emergency contact Annual leave Religious beliefs

Next of kin/relationship Sickness

Parental consent Disciplinary/complaints

Anniversary dates Professional memberships

Social media accounts Security clearance

Personal interests Criminal record

Personal memberships



The lawful basis for processing data

Consent Contract
Legal 

obligation

Vital 
interests

Public task
Legitimate 
interests



The lawful basis for processing data

Additional conditions for processing special category data

1) the data subject has given explicit consent

2) for the purposes of employment and social security/social protection law

3) necessary to protect the vital interests of the data subject

4) carried out by an association or not-for-profit body with a political, philosophical, 

religious or trade union aim and only on members/ex-members

5) relates to personal data which are made public by the data subject

6) necessary for the establishment, exercise or defence of legal claims

7) necessary for reasons of substantial public interest

8) necessary for the purposes of assessment of the working capacity of the employee, 

medical diagnosis, health or social care

9) necessary for reasons of public interest in the area of public health

10)processing is necessary for archiving purposes in the public interest, research or statistical



Your rights under GDPR

Unbundled

Active opt-in

Granular

Named

Documented

Easy to withdraw

No imbalance in the relationship

Informed

Access

Correction

Erasure

Restrict processing

Data portability

Object

Automated processing

Consent is only valid when:



What happens if a company loses your data?

https://www.gov.uk/data-protection/make-a-complaint



It’s quite easy to be caught in a data breach!

“a breach of security leading to the accidental or 

unlawful destruction, loss, alteration, unauthorised

disclosure of, or access to, personal data ……”



COUNTER SOCIAL 

ENGINEERING





Why Would Cyber Criminals Target Me?



Fraud

Extortion

Theft

Unauthorized

Use

Why Would Cyber Criminals Target Me?



Emails are still the main infection route



Criminals target services we all have to use



Criminals target services we all have to use



The criminals also use text messages - SMS (Smishing)



Social media is plagued with fake accounts

https://about.fb.com/news/2019/05/enforcing-our-community-standards-3/

We disabled 1.2 billion accounts in Q4 2018 and 2.19 billion in Q1 2019. 

We estimated that 5% of monthly active accounts are fake. 



Compromised social media is also an infection route



Any online service can be faked



Some are faked more than others



BANKING, APPS 

AND PASSWORDS





How many online logins and passwords do you have?

Finance & Utilities Online Shopping Social Media Online Services Travel

Online banking Amazon LinkedIn email Congestion charge

PayPal Tesco Facebook Apple ID TrainLine

Mobile network John Lewis Twitter Microsoft ID British Airways

Electricity utility Costco Pinterest Dropbox Hotels.com

Gas utility Debenhams Instagram Marriott hotels

Water utility Pizza company Slack Uber

Council tax Tastecard Eventbrite

Telephone network Deliveroo Meetup

TV subscription



Why after 30 years are we still bad at passwords?

000000 456a33 cheer! password

111111 66936455 cheezy password1

112233 789_234 Exigent penispenis

123456 aaaaaa old123ma snowman

12345678 abc123 opensesame soccer1

123456789 career121 pass1 student

1qaz2wsx carrier passer welcome

3154061 comdy passw0rd !qaz1qaz



Passwords are not enough

2 step verification logins



Banking apps use both a password/PIN and biometrics 



Don’t Forget The Basics

Avoid 1234, 1111, 0000, 4321 & 1010



Account access can also be given to 3rd party apps



Account access can also be given to 3rd party apps



Account access can also be given to 3rd party apps



MINIMISING YOUR 

CYBER PROFILE
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6 steps to minimise your cyber profile
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https://support.microsoft.com/en-us/help/18900/consumer-antivirus-software-providers-for-windows

Why so many antivirus, if it’s built-in to Windows?

Price Blocks Zero-Day Threats Network Intrusion Detection

Performance OS (Mac/Linux/iOS/Android) Root Cause Analysis

Usability / Manageability Application Whitelisting VPN

Reputation Anti-Ransomware Sandboxing 

Customer Support Advanced Firewall Award Winning

Cloud-based Management Use of AI & Machine Learning ID theft protection

Features and requirements to consider when choosing a premium antivirus solution
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National Vulnerability Database – Nov 2019

207 known vulnerabilities in last 3 months

183 32 9 145 0

2038 known vulnerabilities in last 3 years

170131 604 208 922 3

AUTOMATED EXPLOIT KITS 

ARE SOLD AS A WEB 

SERVICE BY CRIMINALS TO 

OTHER CRIMINALS

40%
infection rate if clicked

We are still at risk due to software vulnerabilities



Remove vulnerabilities by patching your software



Stop using an old OS and remove unneeded software



Windows lifecycle security updates  - https://support.microsoft.com/en-us/help/13853/windows-lifecycle-fact-sheet

Windows 10 version history Date of availability End of service

Windows 10, version 1909 November 12, 2019 May 11, 2021

Windows 10, version 1903 May 21, 2019 December 8, 2020

Windows 10, version 1809 October 13, 2018 May 12, 2020

Windows 10, version 1803 April 30, 2018 November 12, 2019

Windows 10, version 1709 October 17, 2017 April 9, 2019

Windows 10, version 1703 April 5, 2017 October 9, 2018

Windows 10, version 1607 August 2, 2016 April 10, 2018

Windows 10, version 1511 November 10, 2015 October 10, 2017

Windows 10, released July 2015 (version 1507) July 29, 2015 May 9, 2017

Client operating systems End of mainstream support End of extended support

Windows 8.1 January 9, 2018 January 10, 2023

Windows 7, service pack 1 January 13, 2015 January 14, 2020

Windows Vista, service pack 2 April 10, 2012 April 11, 2017

Windows XP, service pack 3 April 14, 2009 April 8, 2014

Security updates depend on Windows version
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Email System

Email Sender

Email Reason

Email Payload

Genuine

Compromised 

Credentials 
Genuine User 

Legitimate 

Reason

URL Link Attachment

Bogus

Spoof Display Name Deception Lookalike Domain 

Extortion Fraud Theft
Unauthorized 

Use of Assets
Disruption

Malicious 

Attachment
Malicious URL Link

Attachment with 

Malicious URL Link

Types of email



Block uncommon attachment file types 

.app .arj .bas .bat .cgi .chm .cmd

.com .cpl .dll .exe .hta .inf .ini

.ins .iqy .jar .js .jse .lnk .mht

.mhtm .mhtml .msi .msh .msh1 .msh2 .msh1xml

.msh2xml .ocx .pcd .pif .pl .ps1 .pl

.ps1 .ps1xml .ps2 .ps2xml . psc1 .psc2 .py

.reg .scf .scr .sct .sh .shb .shs

.url .vb .vbe .vbs .vbx .ws .wsc

.wsf .wsh

Block or quarantine the following file types 

(unless you are web developers or programmers

.docm .dotm .ppam .potm .ppsm .pptm .sldm

.xlam .xlsm .xltm

Quarantine the following macro-enabled office files
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Filtering DNS



Protect yourself with a VPN (Virtual Private Network)
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Admin rights equals a security risk
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Access control via passwords

1. 123456 11. princess 21. charlie 31. passw0rd 41. jessica

2. password 12. admin 22. aa123456 32. baseball 42. ginger

3. 123456789 13. welcome 23. donald 33. buster 43. letmein

4. 12345678 14. 666666 24. password1 34. daniel 44. abcdef

5. 12345 15. abc123 25. qwerty123 35. hannah 45. solo

6. 111111 16. football 26. zxcvbnm 36. thomas 46. jordan

7. 1234567 17. 123123 27. 121212 37. summer 47. 55555

8. sunshine 18. monkey 28. bailey 38. george 48. tigger

9. qwerty 19. 654321 29. freedom 39. harley 49. joshua

10. iloveyou 20. !@#$%^&* 30. shadow 40. 222222 50. pepper

Top 50 Worst Passwords of 2018

You can see the full list of 100 entries at: https://www.teamsid.com/100-worst-passwords/

https://www.teamsid.com/100-worst-passwords/


Check if your email has been part of hack

https://breachlevelindex.com/



Check if your email has been part of hack

https://haveibeenpwned.com



How can I remember so many passwords?

- vs -



Backups

Antivirus

Patch 
Mgt

Email 
Filtering

Web 
Filtering

Admin 
Privilege

Access 
Control

MonitoringForensics

7 areas for true cover



Backups are your best remedy to ransomware

Daily Archived Data System Snapshots

Cloud Backup Service Yes, speed - medium Yes, speed - slow Not recommended

Backup Server Yes, speed - fast Yes, speed - fast Yes, speed - medium

NAS Drive Yes, speed - fast Yes, speed - medium Yes, speed - slow

Portable Drive Yes, speed - medium Yes, speed - slow Yes, speed - very slow

USB Memory Stick Yes, speed - slow Yes, speed - very slow Not recommended



It’s not just about the technology

TECHNOLOGY
The systems in place to 

protect you

PEOPLE
Employee awareness 

of what to do 
or not to do

PROCESSES
The guidelines and 

instructions in place 
to protect you



For more security resources and advice see:

www.boolean.co.uk


