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Has it changed faces in the new world?
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94% of malware attacks are carried out through email

* Viruses have been around for nearly 30 years

* First known ransomware was in 1989

* One criminal gang has received over €300M in ransoms in 3 years
* Phishing emails sent to steal login credentials

e Trojans can live on computers for months stealing information

* 38% of malicious email attachments are MS Office files

* Criminals offer automated malware services to other criminals

bitcoin = 1 =£ $ €



How Criminals Use
Our Greed Against Us




CONGRATULATIONS!

You received a £100 Voucher from

LIiDL

About Lidl.co.uk Vouchers

» Can be used as full or part payment for goods

¢ Choose from hundreds of products.

» Spend online at lidl.co.uk.

¢ Check balance when logged into your LiDL account.
» Expires 10 years from date of issue

Click here to claim your £100 GC
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The Key Generator Utility from the internet will let you
authorise the software, but it will often do a lot more besides.

TRIAL VERSION KEYGEN or CRACK UTILITY TROJAN, VIRUS or SPYWARE

A




Outright fake and illegal

* Fake official websites

* Fake online stores

* Fake discount vouchers
* Fake gift cards or vouchers Grey / Dubious
* Fake digital subscription
* Fake streaming service .
* Fake digital in-game currency Genuine but
* Fake crypto-currencies unscrupulous
* Fake software

* Fake online service

* Fake online casino credits
* Fake loans

* Fake competitions

» Software keygen utilities




Grey / Dubious

Unofficial websites with unnecessary fees
Online stores with fake reviews

Overpriced subscription services after free trial
Overpriced competitions and quizzes made to Grey / Dubious
look like part of a website

Genuine but
Genuine but unscrupulous unscrupulous

You supply personal information

You give up image rights to your photos
You supply location data and activity info
You supply spending patterns
Reverse auction platforms
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TECHNOLOGY

The systems in place to
protect you
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Telephone & mobile numbers Voicemail on social media platforms
can be spoofed
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How Adopting A Zero-Trust
Posture Can Improve Your
Security



$2 User Accounts — | X

<« v 4 8 > Control Panel > All Control Panel Items > User Accounts v O Search Control Panel P

Control Panel Home
Make changes to your user account

Manage your credentials
Make changes to my account in PC settings
Manage your file encryption

certificates Boolean Logical

!;’ Change your account type ) )
w0 Configure advanced user info@booleanlogical.com
profile properties Password protected

™
Change my enviro
variables 82 Change Account Type O X
« v A 8 « Change an Acc.. » Change Account Type v O  Search Control Panel p

Choose a new account type for myAdmin

myAdmin
R Local Account
Password protected

(O Standard
Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC.

(® Administrator
Administrators have complete control over the PC. They can change any settings and access all of the
files and programs stored on the PC.

Why is a standard account recommended?

Change Account Type Cancel
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Accounts actioned declined from 1.7 billion accounts in Q1 2020 to 1.5 billion in Q2
We estimate that fake accounts represented approximately 5% of
our worldwide monthly active users (MAU) on Facebook during Q2 2020

How many fake accounts did we take action on?
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Oct-Dec | Jan—Mar Apr—Jun Jul-Sep Oct-Dec |Jan—-Mar Apr—Jun Jul-Sep Oct-Dec |Jan-Mar Apr-Jun
2017 2018

https://transparency.facebook.com/community-standards-enforcement#fake-accounts FACEBOOK



Accounts actioned declined from 1.7 billion accounts in Q1 2020 to 1.5 billion in Q2
We estimate that fake accounts represented approximately 5% of
our worldwide monthly active users (MAU) on Facebook during Q2 2020

256 million active Facebook users

5% = 12,800,000 fake accounts

https://transparency.facebook.com/community-standards-enforcement#fake-accounts FACEBOOK






Email System Genuine Bogus
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Credentials
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Block or quarantine the following file types
(unless you are web developers or programmers

.app .arj .bas .bat .cgi .chm .cmd
.com .cpl dil .exe .hta .inf .ini

.ins iqy jar s .jse Ink .mht
.mhtm  .mhtml .msi .msh .mshl  .msh2  mshixml
msh2xml .ocx .pcd pif .pl ps] .pl

psl psTxml .ps2 ps2xml . pscl  .psc2 o)

.reg .scf .scr .sct .sh .shb .shs
.url .vb .vbe .vbs .vbx WS WsC
-wsf .wsh

Quarantine the following macro-enabled office files
.docm .dotm .ppam .potm .ppsm .pptm .sldm

Xlam Xlsm Xltm

% Anti-malware policy - Google Chrome

0o

8@ Secure | htips//outlook.office365.com/ecp/Antimalware/EditAntimalwareF

Default
genera Common Attachment Types Filter
¥ settings Turn on this feature to block attachment types that may

harm your computer,

]

of

® On - Emails with attachments of filtered file
types will trigger the Malware Detection
Response (recommended)

+ —
FILE TYPES n

ani
App

EXE

Motifications

Sender Notifications

Sends a message to the sender of the undelivered
message.

#| Notify internal senders

Motify external senders

= O X

aspx?ActivityCorrelationlD...

Ve Cancel
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<« Settings

@ View update history

~ Quality Updates (12)

2020-10 Cumulative Update for MET Framework 3.5 and 4.8 for Windows 10 Version 2004 for x64 (KE4578968)
Successfully installed on 14,/10/2020

2020-10 Cumulative Update for Windows 10 Version 2004 for x64-based Systems (KB4579311)
successfully installed on 14/10/2020

2020-10 Security Update for Adobe Flash Player for Windows 10 Version 2004 for x64-based Systems (KE4580325)
Successfully installed on 14,/10/2020




Java Releases

Release Date

Java 8 Update 271 CPU

October 20, 2020

Java 8 Update 261 CPU

July 14, 2020

Java 8 Update 251 CPU

April 14, 2020

Java 8 Update 241 CFU

January 14, 2020

Java 8 Update 231 CFU

October 15, 2019

Java 8 Update 221 CPU

July 16, 2019

Java 8 Update 211 CPU
Java 8 Update 212 PSU (OTN)

April 16, 2019

Java 8 Update 201 CPU
Java 8 Update 202 PSU (OTN)

January 15, 2019

Java 8 Update 191 CPU
Java 8 Update 192 PSU (OTN)

October 16, 2018

Java 8 Update 181 CFPU

July 17, 2018

Java 8 Update 171 CPU
Java 8 Update 172 PSU {OTN)

April 17, 2018

Java 8 Update 161 CPU
Java 8 Update 162 PSU {OTN)

January 16, 2018

Java 8 Updats 151 CPU
Java 8 Update 152 PSU (OTN)

October 17, 2017

Java 8 Update 144 Limited Updats July 26, 2017
Java 8 Update 141 CFU July 18, 2017
Java 8 Update 131 CPU April 18, 2017

Java 8 Update 121 CPU

January 17, 2017

Java 8 Update 111 CPU
Java 8 Update 112 PSU (OTN)

October 18, 2016

Java may appear in your programs list as:

J2SE, Java 2, Java SE or Java Runtime Environment

Java Uninstall Tool

More information

Close other applications and browsers before continuing.

Click "Agree" to accept our license terms and continue.

Welcome to the Java Uninstall Tool

Out-of-date versions of Java on your computer may present a serious
security risk. This tool will help you detect and remove versions of Java.

Cancel




Your account has been suspended (Referance - 53301093%909) Inbox x

Nick loannou <info@booleanlogical.com= 27 Sep 2020, 21:29 (16 hours ago) Y7 4
to me -

On Sunday, September 27, 2020, 10:20, service@paypal com <NyP8SFyDGISSGKwG-
qGMAKAQEMNXTMy@FwMMPzIrSI-31735530 club> wrote:

' PayPal

Dear Customer,

Your PayPal account has been temporarily restricted Xb3JzWNBEJ We have found suspicious activity on
credit cards linked to your PayPal account. You must confirm your identity to confirm that you own the
credit card.

UwhCZpdFN

GJkdqdVHLGCH]jIF To maintain account security, please provide documents that confirm your

identity NxqBF5

Log in to PayPal

After you complete the requested task, we will review the account and contact you about its status within 5

working days.

Thank you for your attention to this problem.

https://www.linkedin.com/slink?code=d75ZAm7?Duarr=SupportHLGCHjlF-
VcStjcDy?idtrack=DVVYLTCr
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https://haveibeenpwned.com



2 step verification logins

- plus -
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U bitwarden
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The Criminal Opportunities
Of Remote Working
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30724323457528 - Parcel Delivery Failed- Yahoo/Inbox

DPD (UK) - Delivery status <pbw001@hotmail.co.uks = Fri, 25 Sep at 12:24
L To: nioannou@yahoo.co.uk

-Hello,n.ioannou @ yahoo. co.uk

1. The receiver was absent, meaning there was no one at the address to receive the parcel.
2. The delivery address was incorrectincomplete.
3. The courier could not access the delivery location.

-If the courier driver tried fo deliver a parcel but was unsuccessful, there are three things that can happen.
-Read on to Stay with us and find out what you can do if you face in case of a failed delivery attempt.

-As we have been unable to determine the full address for this package, the parcel has remained in our depot.
-From here, you can take several different options:

-Update and complete the delivery address provided here > hitps-‘iracking-128673 dpd-co-uk-servicedelivery-supportuser-info coms

-Then arrange delivery of the parcel to an alternative address

“a @& » -

https://tracking-128673.dpd-co-uk-servicedelivery-supportuser-info.com/tracking.php?
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GoCompare
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Practical Steps To Level
The Playing Field



40%

AUTOMATED EXPLOIT KITS
infection rate if clicked | ARE SOLD AS A WEB SERVICE
‘ I BY CRIMINALS TO OTHER
NIST CRIMINALS
National Vulnerability Database — Sept 2020

110 known vulnerabilities in last 3 months
1637 known vulnerabilities in last 3 years

e A

2 11 32 10 55 0

45 147 382 179 381 3
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Internet Protocol Version 4 (TCP/IPv4) Properties X

General  Alternative Configuration

You can get IP settings assigned automatically if your network suppaorts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings. ol I N I I

asco CIsco Umbrella

208.67.222.222 + 208.67.220.220

(@) Cbtain an IP address automatically
() Usze the following IP address:

IF address:

subnet mask:

Default gatewan:

() Obtain DS server address automatically
(@) Use the following DNS server addresses:

Freferred DMNS server: 208 . &7 . 222,232

Alternative DNS server: bos . 67 . 220 . 220 FamilyShield
Preconfigured to block adult content

208.67.222.123 + 208.67.220.123

[ ]validate settings upon exit

Advanced...

(0] 4 Cancel

www.opendns.com
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enter your password

Avoid 1234, 1111, 0000,
4321 & 1010 and
your year of birth
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TECHNOLOGY

The systems in place to
protect you



Access
Control

Backups

Admin
Privilege

Web
Filtering

Email
Filtering

Monitoring




www.nist.gov/cyberframework Cyber Assessment Framework (CAF)



Are you buying this?

When you really need these!



For more security resources and advice see:



