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CYBER SECURITY 
Has it changed faces in the new world?
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Who is nick ioannou?

My Amazon Author Page can be found at: www.amazon.com/author/nick-ioannou

- Author - - Contributing Author -
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• Viruses have been around for nearly 30 years

• First known ransomware was in 1989

• One criminal gang has received over €300M in ransoms in 3 years

• Phishing emails sent to steal login credentials

• Trojans can live on computers for months stealing information

• 38% of malicious email attachments are MS Office files

• Criminals offer automated malware services to other criminals

=            = £ $ €

94% of malware attacks are carried out through email

Why are there so many security incidents in the news?
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How Criminals Use 

Our Greed Against Us


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There is no such thing as a free lunch
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Common Hooks - The tax refund
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Common Hooks - The Overpayment Refund
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Common Hooks - The Fake Payment
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The Key Generator Utility from the internet will let you 
authorise the software, but it will often do a lot more besides.

KEYGEN or CRACK UTILITYTRIAL VERSION TROJAN, VIRUS or SPYWARE

Illegal sofware will probably contain malware?
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What You Might Encounter Online

Fake 

& illegal

Grey / Dubious

Genuine but 
unscrupulous

Genuine

• Fake official websites
• Fake online stores
• Fake discount vouchers
• Fake gift cards or vouchers
• Fake digital subscription
• Fake streaming service
• Fake digital in-game currency
• Fake crypto-currencies
• Fake software
• Fake online service
• Fake online casino credits
• Fake loans
• Fake competitions
• Software keygen utilities

Outright fake and illegal
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What You Might Encounter Online

Fake 

& illegal

Grey / Dubious

Genuine but 
unscrupulous

Genuine

• Unofficial websites with unnecessary fees
• Online stores with fake reviews
• Overpriced subscription services after free trial
• Overpriced competitions and quizzes made to 

look like part of a website

Grey / Dubious

• You supply personal information
• You give up image rights to your photos
• You supply location data and activity info
• You supply spending patterns
• Reverse auction platforms

Genuine but unscrupulous
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Why Would Cyber Criminals Target an Organisation?

EXTORTION
Payments you are forced into making

THEFT
Transferring your data to the criminals

FRAUD
Payments you are tricked into making

Ransom Demand To 
Access Files / Computer

Fake Service
Login Credentials / 

Contacts

Financial InformationFake Product
DDOS

Denial Of Service

Virus Trojan



Ransomware Spyware / Phishing



Botnet

£$€


Scam

Unauthorised Use 
Of Your Computer

Spam Relay

Webcam Footage

Web Server

Crypto-Currency MiningMoney Transfer ScamSextortion

DISRUPTION
Goal is to cause problems

Lower Share Price

Benefit Competitor

Worm

Revenge / Prove A Point
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Fraud

Extortion

Theft

Unauthorized

Use

Cyber Criminals Can Change Tactics
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What is the Aim of Cyber Security?

CONFIDENTIALITY
Only authorized users can 

access or modify data

INTEGRITY
Ensuring that data is 
correct, authentic, 

and reliable

AVAILABILITY
Authorized users 

have access to 
resources when  

needed
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The How of Cyber Security

TECHNOLOGY
The systems in place to 

protect you

PEOPLE
Employee awareness 

of what to do 
or not to do

PROCESSES
The guidelines and 

instructions in place 
to protect you
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How Cyber Criminals Succeed?

CONFIDENTIALITY
Only authorized users can 

access or modify data

INTEGRITY
Ensuring that data is 
correct, authentic, 

and reliable

AVAILABILITY
Authorized users 

have access to 
resources when  

needed
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Communication Options For The Criminals?
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Old School Communication Options

Telephone & mobile numbers 
can be spoofed

Voicemail on social media platforms
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Spoofing SMS & email made easy
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How Adopting A Zero-Trust 

Posture Can Improve Your 

Security
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Admin rights equals a security risk
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How much information are you giving away?
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There are over 95 social media systems 
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Social media is also an infection route

https://transparency.facebook.com/community-standards-enforcement#fake-accounts

Accounts actioned declined from 1.7 billion accounts in Q1 2020 to 1.5 billion in Q2

We estimate that fake accounts represented approximately 5% of 

our worldwide monthly active users (MAU) on Facebook during Q2 2020
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Social media is also an infection route

https://transparency.facebook.com/community-standards-enforcement#fake-accounts

Accounts actioned declined from 1.7 billion accounts in Q1 2020 to 1.5 billion in Q2

We estimate that fake accounts represented approximately 5% of 

our worldwide monthly active users (MAU) on Facebook during Q2 2020

256 million active Facebook users

5% = 12,800,000 fake accounts
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Social media is also an infection route



© boolean logical ltd - www.boolean.co.uk

Email System

Email Sender

Email Reason

Email Payload

Genuine

Compromised 
Credentials 

Genuine User 

Legitimate 
Reason

File Attachment Genuine URL Link

Bogus

Spoof Display Name Deception Lookalike Domain 

Extortion Fraud Theft
Unauthorized 
Use of Assets

Disruption

Malicious 
Attachment

Malicious URL Link
Attachment with 

Malicious URL Link

Types of email

Malicious URL LinkMalicious FileGenuine WebsiteFinal Outcome
Genuine 

Attachment
File with 

Malicious URL Link
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Email System

Email Sender

Email Reason

Email Payload

Genuine

Compromised 
Credentials 

Genuine User 

Legitimate 
Reason

File Attachment

Bogus

Spoof Display Name Deception Lookalike Domain 

Extortion Fraud Theft
Unauthorized 
Use of Assets

Disruption

Malicious 
Attachment

Malicious URL Link
Attachment with 

Malicious URL Link

Types of email

Malicious URL LinkMalicious File Final Outcome Genuine Website
Genuine 

Attachment

File with 
Malicious URL Link

Genuine URL Link
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Block uncommon attachment file types 

.app .arj .bas .bat .cgi .chm .cmd

.com .cpl .dll .exe .hta .inf .ini

.ins .iqy .jar .js .jse .lnk .mht

.mhtm .mhtml .msi .msh .msh1 .msh2 .msh1xml

.msh2xml .ocx .pcd .pif .pl .ps1 .pl

.ps1 .ps1xml .ps2 .ps2xml . psc1 .psc2 .py

.reg .scf .scr .sct .sh .shb .shs

.url .vb .vbe .vbs .vbx .ws .wsc

.wsf .wsh

Block or quarantine the following file types 
(unless you are web developers or programmers

.docm .dotm .ppam .potm .ppsm .pptm .sldm

.xlam .xlsm .xltm

Quarantine the following macro-enabled office files
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Disable Office Macros
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Stop Adobe Flash from automatically running
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Stop Adobe Flash from automatically running
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Remove Java if you have no obvious need for it

Java may appear in your programs list as:
J2SE, Java 2, Java SE or Java Runtime Environment
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Hovering over the link doesn’t always help

https://www.linkedin.com/slink?code=d75ZAm7?Duarr=SupportHLGCHjIF-
VcStjcDy?idtrack=DVVYLTCr
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Attachments may not actually be attachments
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What you see is not what you get!
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Check if your email has been part of hack

https://haveibeenpwned.com
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IAM / Single Sign-On & Multi-Factor Authentication

2 step verification logins

- plus -
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

The Criminal Opportunities 

Of Remote Working
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Your credentials are the keys to your cloud data
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We Rely On Couriers More
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We Rely On Couriers More
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We Rely On Couriers More

https://tracking-128673.dpd-co-uk-servicedelivery-supportuser-info.com/tracking.php?
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Common Hooks - Direct Debit Suspended
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Fake COVID–19 Updates
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Fake remote IT support
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Increase in car related scams 
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Fake BREXIT data protection updates



© boolean logical ltd - www.boolean.co.uk

COVID based ID theft scams
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Encouraging the use of Shadow IT
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Reduced staff in the office
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

Practical Steps To Level 

The Playing Field
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National Vulnerability Database – Sept 2020

110 known vulnerabilities in last 3 months

112 32 10 55 0

1637 known vulnerabilities in last 3 years

14745 382 179 881 3

AUTOMATED EXPLOIT KITS 
ARE SOLD AS A WEB SERVICE 

BY CRIMINALS TO OTHER 
CRIMINALS

40%
infection rate if clicked

We are still at risk due to software vulnerabilities
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FREE DNS Filtering
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FREE DNS filtering

FamilyShield
Preconfigured to block adult content 

208.67.222.123 + 208.67.220.123

www.opendns.com
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Protect yourself with a VPN (Virtual Private Network)
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Don’t Forget The Basics of Device Security

Avoid 1234, 1111, 0000, 

4321 & 1010 and 

your year of birth
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It’s not just about the technology

TECHNOLOGY
The systems in place to 

protect you

PEOPLE
Employee awareness 

of what to do 
or not to do

PROCESSES
The guidelines and 

instructions in place 
to protect you
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Backups

Antivirus

Patch 
Mgt

Email 
Filtering

Web 
Filtering

Admin 
Privilege

Access 
Control

MonitoringForensics

9 areas for true cover
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www.nist.gov/cyberframework Cyber Assessment Framework (CAF)

Does your Framework & Incident Response still work?
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Are you buying this?

When you really need these!

Spend your security budget wisely
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For more security resources and advice see:

www.boolean.co.uk


