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Editorial

It will not have escaped the sharp eyes of our members that two issues of the
Journal have been delivered this time. In true audit style, there may be some
who will question the accuracy of the date of the other copy received (Summer/
Autumn?). Anyway, rather than relive the nightmares of producing the
Summer/Autumn issue all over again, suffice to say that due to an exceptional
series of circumstances, production was extremely delayed. For thls the
editorial team apologises to the membership.

For all the lateness of its publication, the Summer/Autumn issue has been
extremely well received by those fortunate enough to have received a copy (we
managed to distribute a few at a meeting). Malcolm Lindsey’s paper.on
auditing AS 400 has inspired at least three other auditors to attempt this task.

* We hope there is more to come of this quality, not just from Malcolm, but other

members as well.

In this issue, we have put together some very useful articles: subjects
include certification, security and MVS reviews. You will notice that some
usual items are not included, in particular the courses guide. This is because
getting the information together was a very time consuming task and Fred
Thomas is not going to be able to continue combining it with his secretarial
duties. It may be that we can start this next year, but it obviously depends on
the organizations in question informing us of their programmes.

Some new developments for next year: refereed articles, publication of
monographs of the best papers and more regular reviews of books and texts
relevant to our profession. This will raise the profile of the Journal, the
membership and the Group. Given the specialist nature of our professional
activities, and the skills and expertise available within our readership, we
should be able to produce some very creditable material.

The issue also has some changes on the editorial side. Ginny Bryant has
recently taken on yet more responsibility at City University, which leaves her
no time for editorial duties. Many grateful thanks are due to Ginny, who not
only managed to get this journal started (an achievement in itself); but also
improved the quality of presentation and content to a very high degree. Over
the last year she has also been busy grooming her replacement as editor; she
will be a very hard act to follow, but it is hoped :that professional -calm,
enthusiasm, sound knowledge and sheer friendliness are all contagious.

We also decided that to take full advantage of the progress of the journal
so far, the production side of editorial duties should be passed on to specialists.
This issue will be the first to be professionally typeset, and will allow our
editorial panel to concentrate on the ‘thinking tasks’.

Finally, the compliments of the season to all our readers. As an auditor,

who likes to balance optimism with prudence, I leave you to decide whether I
mean Christmas, New Year, or Easter. . . .

ROB MELVILLE
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Chairman’s Corner

John Mitchell

In my very first column I pointed out that one of the
advantages of being chairman (I refuse to be called a
chair) was being able to use this column to sound-off
about issues that affected me personally. In the last
issue I mentioned how impressed I had been with the
service provided by the suppliers of XTREE and how
badly Digital Research had performed in comparison
when I had experienced problems with its DR DOS
5.0 operating system.

Well, Digital recently released DR DOS 6.0 and so
I checked with their technical support people that this
would work on my Tandon machine with the funny
exchangeable disk drives. Yes it would, I was
assured, so I forked out the readies for the upgrade.
Would it install? Heck, no. So I then tried installing it
on my portable, where I had previously managed to
- install version 5.0 without any problems. Would ver-
sion 6.0 load? Nope. So I fired off another software
report form (why do they only supply one with the
package!) to Digital explaining the problem and ask-
ing for a solution.

After a couple of weeks I received an enigmatic
response to the portable problem. “Please check the
attributes of your COMMAND.COM file”, they
suggested, but they didn’t tell me what they should
be! So I checked them out, looking carefully for any
read-only settings, etc., but everything looked fine.
So I burn the ’phone lines a little more and they ask
me for an attributes listing, which I duly send then,
along with the contents of my AUTOEXEC.BAT
and CONFIG.SYS files for luck.

A week goes by and I receive a telephone call. Now
this is real progress, my very first telephone call from
them! “You have a memory problem”, I am
informed. “Yes, well I know the little grey cells are
ageing a bit, but ...... “No, no, it’s your machine
that’s the problem”. It appears that a measly 512K
isn’t big enough to cope with the new installation
program and some 640K machines are affected too!
What’s the point I think to myself of Digital promot-
ing an OS which makes more memory available to
applications if the installation program itself is so big
that it can’t run on a 512K box? Still,they did have a
work-round which involved me installing it manually,
but that was very straight forward, and I now have
DR DOS 6.0 running on my portable.

I then used their SUPERSTORE disk compres-
sion software on the 20 Megabyte hard disk, which
only had 3 megs spare. Low and behold, after 30
minutes crunching I suddenly had 15 megs spare and
all my exiting software seems to work fine! Now to my

'way of thinking it’s worth running DR DOS 6.0 on

small capacity machines simply for the SUPER-
STORE facility. Still no luck with my Tandon how-
ever, although I have made a little progress. More in
the next issue perhaps?

At just about the same time I also received
upgrades to Supercalc 5 and PCTOOLS. The Super-
calc upgrade presented no problems at all, well done
Computer Associates, but PCTOOLS was a different
story. Centre Point software, the PCTOOLS people,
had received lots of stick (no, not from me) about
problems with their last version and had rushed out
an upgrade to solve the problems.

I duly installed it and then went on to run their
COMPRESS utility which, unlike the DR DOS 6.0
facility, simply re-organises the disk, but is still very
useful in freeing up space and I use it about once a
week on my 40 megabyte exchangeable hard drives.
This time however, instead of trying to compress my
hard disk as I had requested, it promptly tried to do
the business on one of my floppy drives instead. No
matter what I tried the result was the same.

So I called their hot-line at 5.45pm (good until 6.00
pm according to their documentation) and after 3
minutes of a recorded message, I get an answer-
phone! I leave a detailed message of my problem and
await a response. Two days later I am still waiting so
I try again. “The lines are busy”, says the helpful
switchboard operative who, after several minutes of
my hanging on, agrees to take my details and to get
someone to call be back. Another couple of days go -
by and I re-install the earlier version which compres-
ses fine. I then call Centre Point once again and ask to
speak to their customer relations manager, who is in
“conference”. | mention to the helpful woman who
takes my call that I write articles for professional jour-
nals, etc., etc. Five minutes later I receive what I shall
call a “pouring of oils on troubled waters” call from
the head of their install base department. Lots of
apologies about the lack of response, but with a new
upgrade the phones are always busy, etc., etc. A solu-
tion to my problem is suggested however and I am
pacified enough re-install the new version, which now
works fine. As a footnote, 1 received a further
response from Centre Point some two weeks after
leaving my original message on their answerphone.
They had only just got around to dealing with it and
had not bothered to contact me in the interim!

My correlation between these problems is that in
each case | was told that the help desk had been over-
loaded with queries. Well, why don’t they take on



temporary staff when they release a new version to

handle the queries? Even if the extra help is non-tech- -

nical, at least they could deal with the customer
directly and ensure that a response is forthcoming,
rather than leave their customer in the dark wonder-
ing whether the message ever got through. Likewise,
if your company has a help desk, it may be worthwhile
looking at the service level agreement it has with its
customers and establish what they do when they
release something new into the organisation.

Now on to more pleasant things. I spent an enjoy-
able few days at COMSEC 91 getting updated on all
that’s new on computer security. The keynote

address was by Mustapha Ali Reda on the subject of
“Business Resumption Planning in Kuwait”. It was
amazing just how much data was smuggled out of -
Kuwait after the invasion and how quickly they were.
able to resume processing because of this. It really
bought a totally new interpretation as to what is
meant by “off-site storage”! It does make you realise
just how important your organisation’s data and bes-
poke software actually is. Make sure that they take
good care of it.

Finally, the season’s greetings and a well control-
led new-year to you all.

Guidelines for Potential Authors

In future, there will be two types of article in the Journal, refereed and invited.

Refereed articles should be technically oriented, and based on current or future issues
related to computer audit, security or control. This type of article will be reviewed by at least
one member of the editorial panel (anonymously). If published, it will be identified as a

refereed paper.

Invited articles need not be purely technical, or overly academic (even Computer
Auditors have a sense of humour!). This type of article will be reviewed only by the editor;
this may lead to severe sub-editing, but submission will virtually guarantee publication.

We also invite members to volunteer for book, product and course reviews

(anonymously if required).

Why not call Rob Melville at CUBS to discuss how you can get your name in print?

(071-920 0111 extension 2342).

ANNUAL CONFERENCE
PRIORITY BOOKING
Turn to page 13




TickIT:
Certifying Quality Management in IT

ALISON WEBB, INDEPENDENT CONSULTANT.

WHAT IS TICKIT?

Computer auditors are only too well aware of what
pitfalls there are in requisitioning a new computer
system. Missed deadlines, unreliability, inefficiency
and incomplete functionality are all traps for the
unwary — and no matter how competent and experi-
enced the purchaser, until now it’s been almost
impossible to be absolutely sure that the product or
service you're buying does what the vendor says it
does, except by trying it out. In 1989, the BCS esti-
mated that losses due to poor quality software were
costing the UK £2,000 million per year.

The problem of knowing if a product does what the
manufacturer says it does isn’t confined to the compu-
ter industry, of course: anyone who buys an electric
kettle wants to be reasonably sure it won’t electrocute
them the first time it’s switched on. The usual method
of control is first to lay down standards which a pro-
duct must meet, and then to give a certificate of
approval to only those products which meet the stan-
dards. A customer can ask if a particular item of
interest has the certificate, and if it does, what can
reliably be expected of it. Typical examples of stan-
dards and certificates are the BSI Standards and the
familiar kitemarks. Bodies in the UK who wish to
issue certificates of this sort normally let themselves
be vetted first by the National Accreditation Council
for Certification Bodies (NACCB), and independent
group with representatives from government and
industry.

As a new industry, standards for computer systems
have had to be developed from scratch, but BS 5750,
ISO 9001 and the European harmonised Standard
EN 29001 set out minimum best-practice require-
ments for organisations that provide, directly or indi-

‘rectly, IT products and services. (Incidentally, these
standards don’t cover just computer companies: an
advertisement for window blinds pushed through my
letter-box recently claimed the company worked to
BS 5750 . .
assessment system leading to the awarding of certifi-
cates geared specifically to the products of the IT
industry — and this is what is provided by the TickIT
scheme, sponsored by the DTI and managed by the
TickIT Project Office. It will work in the same way as
-existing certification processes, using organisations
accredited by the NACCB to carry out assessments
and issue certificates. If they wish, existing Certifica-
tion Bodies can apply to extend their scope to Tickit;
before they are allowed to do so, the Council will
carry out a competence check. Two such bodies have

.) The missing link until now has been an

already been accepted: Bureau Veritas and Det

norske Veritas; more are expected to follow.

Suppliers of computer products and services can
ask for assessment and, if successful; prospective cus-
tomers will know that their work reaches a certain
measurable standard. (Those of us who worry that
auditing is seen as a rather negative activity with not
much of a product, will be pleased that Internal Audit
departments can — and do — apply for certification.)
TickIT is concerned with everything that contributes
to the quality of what an organisation produces — the
recruitment programme as well as the standards for
system testing — so particular systems are not cer-
tified, rather the organisation as a whole. You may
have seen the reports in the computer press when the
first certificate was given to Logica.

WHAT IS THE ROLE OF THE AUDITOR?

Specialist auditors will carry out the pre-certifica-
tion review on behalf of the certification body, who
will either employ them directly or (more likely) con-
tract for their services when reviews need to be done.
Obviously, the organisations who want a certificate
will vary: some will supply complete systems, includ-
ing hardware, software and all support and mainte-
nance; some will provide packages to run on a cus-
tomer’s existing software; and still others will provide
specialist services like consultancy or training. A
large group of companies with diverse interests may
want just one facet of its business certified. Whatever
the situation, each organisation will be asked as part
of its application to define the scope of the activities it
wants to include: for example, what sort of systems it
supplies; to which industry sector; any specific
architectures or operating systems it uses; any other
services it provides. The audit is planned around this

.scope statement, measuring the performance of the

organisation in each area against the detailed criteria
set out in the TickIT Auditors’ Guide.

Apart from helping with certification, it’s expected
that auditors with the TicklIt qualification will work as
“second parties” for companies considering buying-in
systems, as well as Internal Auditors.

HOW TO BECOME A TICKIT AUDITOR

TickIT auditors need to be specially registered,
and this is handled by the TickIT Office at the Insti-
tute of Quality Assurance. The registration criteria
have been specified by the BCS, and three main
requirements must be met:



O

Formal qualifications

Ideally, a degree, although this may be
replaced by appropriate training and experi-
ence.

Background

You must have substantial practical IT
experience, particularly in systems develop-
ment. Experience in other areas such as
engineering or accountancy is not accepta-
ble. There is no need to have auditing experi-
ence: the necessary skills will be taught in a
five-day course, which will be continually
assessed and followed by a two-hour written
examination, which you must complete suc-
cessfully before you can be registered.

©)

Experience

Although provisional registration is possible
after passing the course and an interview,
registration will not be confirmed until relev-
ant experience has been gained of assessing
to a recognised Quality System Standard.
Before full registration, work is performed
under supervision.

If you're from an IT background and are already

registered as an Assessor of Quality Systems with the
National Assessor Registration Board, you will be
eligible for registration as a TickIT auditor after an
interview, although you must attend a 1-day seminar
on TickIT documentation.

Detailed rules about entry requirements, informa-

tion about training courses, and application forms are
available in an Institute of Quality Assurance infor-
mation pack. (Their address is 10 Grosvenor Gar-
dens, London SW1W 0DQ, Tel: 071-823 5656).

MEMBERSHIP APPLICATION/RENEWAL?

See the subscription form on

page 15




Com puter Security

Jim Kenney, Civil Service College

The computer security picture is a jigsaw completed by connecting the four pieces of procedural, personnel,
physical and technical security together to form comprehensive protection for your Information Technology. In
this article Jim Kinney, from the Civil Service College, looks at the concept of I'T Security firstly by examining the
drive towards technical standards for secure systems and secure products and secondly by encouraging the view
that, although technical standards are important and topical, the wider issues involve people problems which are

still the most difficult to manage.

The Scope of Computer Security

The relationship between business survival, both in
the public and the private sectors, and the reliance
upon Information Technology (IT) has become a real
issue in recent years. A recent MORI poll' shows that
senior management awareness of the importance of
IT is improving. The following table indicates the
relative importance of company concerns.

COMPANY CONCERNS PERCENTAGE
OF COMPANIES
CONCERNED
Computer Security 41 %
Hostile Takeovers ©35%
Product Protection 26 %
Natural Disasters 22%
Damaged/ Lost Saleable Stocks 20 %
Fraud 16 %
Espionage and Information Loss 11%
Protection of Executives . 11 %
Malicious Damage 9%

Although the specific issue of computer security
attracted the largest level of concern, all other items
in the survey have some relationship to the concept of
computer security. This is because the security of any
computer system is built around the principles of
Confidentiality, Integrity and Availability (CIA).
This concept can be summarised as being the extent
to which the system:

® Preserves the confidentiality of the data, prevent-
ing the unauthorised disclosure of information.

® Protects the integrity of data, preventing the unau-
thorised modification of information.

® Maintains the availability of the data, ensuring the
prevention of the unauthorised withholding of
information or any data processing resources.

Technical Security Criteria

The concept of secure computer systems is a fairly
recent phenomenon which was focused upon as a
technical issue in 1985 with the publication, by the
United States government, of the “Orange Book”?

(although the history of the “Orange Book” can be
traced back to 1967). When used in the context of IT
the word security has a precise technical meaning
relating to “trusted computer systems” and the
criteria established by the Orange Book have been
the driving force behind current standards for secure
operating systems. The criteria were developed with
three objectives in mind:

© To provide security standards for manufacturers to
build into their products.

e To provide a matrix with which to evaluate the

degree of trust that can be placed in computer sys-
tems for the processing of classified and sensitive
‘information and where a product can be evaluated
independent of an application environment or a
system can be assessed with respect to its specific
operational requirements.

® To provide a basis for the specification of security
requirements in system development acquisitions.

The Orange Book was intended to be used in a
government environment and is therefore heavily
oriented towards the preservation of confidentiality
and the prevention of data disclosure. In general the
guidelines in the “Orange Book” revolve around sec-
urity features which control and monitor access to
information and six fundamental principles are iden-
tified:

® There must be a well defined SECURITY POL-
ICY which is explicit in its requirements and in its
enforcement.

& It must be possible to give a security MARKING
to information.

® It is essential to IDENTIFY individual subjects
and the levels of information which they are
authorised to deal with.

® Audit trails in the system should ensure that
actions affecting security can be identified and
ACCOUNTABILITY established.

® The component parts of the system should allow
the independent analyses which provide the
ASSURANCE that the system enforce the pre-
scribed security standards.

® The component parts of the system itself must be
protected against unauthorised modification thus



ensuring the CONTINUOUS PROTECTION
throughout the system life-cycle.

The criteria for trusted computer systems were
divided into four divisions; “D” being the lowest,
within divisions “C” and “B” there are further divi-
sions known as “classes” and finally “A” which is the
highest division. The criteria are ordered in a hierar-
chical manner and can be summarised as: -

® Division D which provides minimal protection

® Division C which is discretionary protection based
upon need-to-know and includes audit capabilities
and accountability. The sub-divided classes are,
- Class C1 which provides discretionary security
protection, and
- Class C2 which provides controlled access pro-
tection.

e Division B which enforces a set of mandatory
access rules, sensitivity labels and a security policy
model. The sub-divided classes are,

- Class B1 which provides labelled security pro-
tection,

- Class B2 which provides structured protection,
and .

- Class B3 which identifies the principles of sec-
urity domains.

® Division A which provides verified protection that
assure that the mandatory and discretionary sec-
urity controls used in the system provide for the
protection of classified or other sensitive informa-
tion.

European Technical Standards

In the United Kingdom the concept of computer sec-
urity has been widened to include both government
and the private sector, and where responsibility is
maintained by the Communications-Electronics Sec-
urity Group (CESG) who are mainly concerned with
the “nationally classified” IT assets. Within the com-
mercial sector the Department of Trade and Industry
(DTTI) has published the “Green Book” which is con-
cerned with the protection of IT assets owned or held
by UK industry and commerce. A third group, the

CCTA IT Security and Infrastructure Group, is con- -

cerned with the protection of unclassified but sensi-
tive assets within government. Within Europe much
work has been done to build upon the UK standards
and those of France, Germany and the Netherlands
to provide a set of common, harmonised IT security
criteria’ resulting in the Information Technology Sec-
urity Evaluation Criteria (ITSEC). These interna-
tionally harmonised criteria will provide a compatible
basis for CERTIFICATION by the national bodies
within the four co-operating countries and ultimately
allow for a wider international agreement on evalua-
tion results.

ITSEC deals with IT SYSTEMS and PRO-
DUCTS, a system being a specific installation with a
particular data processing purpose and operational

environment designed to meet the requirements of
END-USERS and a product being an “off the shelf”
procurement which can be incorporated into the sys-
tem environment. The criteria provide a selection of
arbitrary security functions and operate within seven
evaluation levels labelled EQO representing inadequate
confidence up to E6 representing the highest level of
confidence.

ITSEC uses the term TARGET OF EVALUA-
TION (TOE) which will define and describe the sec-
urity requirements and the solution to those require-
ments are laid out in a set of criteria for assurance
evaluation. The evaluation criteria provide - the
SPONSOR of the evaluation (the person or organisa-
tion requesting evaluation) and the EVALUATION
FACILITY (the organisation performing the evalua-
tion) with the information and the necessary stan-
dards which are essential for particular CERTIFICA-
TION.

The purpose of the ITSEC is to provide a wider
range of possible systems and products than-the
“Orange Book” and provide a TOE with more
architectural freedom. It is not possible to relate the
evaluation levels directly between the ITSEC and the
Orange Book but ITSEC does provide information of
functionality classes which correspond closely and
these are specified as F-C1 through to F-B3.

Wider Security Issues

Although the “Orange Book” and “ITSEC” primar-
ily establish a set of technical security measures it is
important to stress that computer security is a much
wider issue and non-technical measures play a major
part. Thus security also involves physical, personnel
and the procedural controls which are established and
administered within an organisation. The personnel
issues in particular are vitally important.

Reported security breaches or computer fraud in
large organisations makes headline news, therefore,
there is a tendency to think that computer security
surrounds the prevention of fraud and the detection
of suspicious staff. However, it is the day-to- day
proolems of control in the IT environment, which
although less spectacular in media terms, involves
managerial time and effort to correct. In some cases
personnel may not appreciate the implications of
actions which they may take while working in an IT
environment. Research in the United States® suggests
that staff are largely trustworthy and that people
involved in the development and use of IT would not
take advantage of their privileged access rights, are
generally responsible and overwhelmingly reject any
behaviour that is disruptive or destructive. However,
itis necessary to stress the importance of I'T staff as an
asset to the organisation. Essentially

® The responsibilities of IT staff need to be clearly
defined in relation to other functional areas.




® There should be no conflict in the amount of IT
work that should be performed and who should
perform it ’

® The contribution that IT staff make to the organi-
satton should not be undervalued and should be
explicitly recognised

® Top management need to state clearly the policies
of the organisation (particularly with reference to
unauthorised software and personal use of
facilities)

e System loopholes, i.e. internal hacking, may be
sought and staff question the extent to which such
behaviour is regarded as “nuisance”.

It seems, theréfore, that while there are many
technical aspects to computer security the problems
can be confined by sensible management of people.
- This highlights that computer security is a people
problem and not merely a technical or a machine
problem.

Availability Issues and Business Survival

A recent report® examined how well businesses could
survive a major loss of IT services. The report
revealed some interesting facts on business survival:

® Around 95% could survive with a loss of about 3-4
hours.

® 75% could survive aloss of between 0.5 and 1 day.

® [ ess than half of the companies could survive a loss
of service of 2-3 days.

¢ Only 20% of companies could survive if IT services
were lost for 2 weeks.

® Less than 10% could survive a loss of 1 month.

In a separate report® by a disaster recovery
specialist 14% of IBM mid-range users could not
maintain their business if they were to lose their IT
services for more than 24 hours. The message appears
to be, that while there is top management concern
over computer security, there is still not the realisa-
tion the computer security is a vital part of the availa-
bility of IT facilities, and that means building in con-
tingencies.

Much of the preservation of computer security has
to be based around this contingency planning, i.e. if
something goes wrong there are prescribed actions to
put them right. This area of planning, also known dis-
aster recovery planning or business continuity plan-
ning is principally risk based and can use a number
risk management tools and methodologies. The
method used for the unclassified area of government
is the CCTA Risk Analysis & Management Method
(CRAMM). CRAMM reviews are conducted in
three stages:

® Stage 1 is the identification and valuation of system
assets including data, software and physical
hardware. :

-

® Stage 2 identifies the level of threat and the vul-
nerabilities of the assets identified in stage 1 and
measures the risk to your system.

® Stage 3 addresses risk management and the selec-
tion of cost effective countermeasures to reduce or
minimise risk. :

Part of that range of countermeasures is the effec-
tive use of Contingency Planning and creating system
resilience. Total resilience, involving the duplication
of all processing facilities may not be justified but a
series of plans should provide reasonable protection
such as: '

L Sta'ndby arrabngements which are periodically
rehearsed.

e Dual processing facilities at the existing site to
ensure essential processing. .

e Off site storage for essential software and data..
® Physical protection of the existing site.

e Standby processing generators.

While these principles may be well established in
the mainframe environment similar contingencies
should exist at the user level and this is an essential
part of business recovery or business continuity , i.e.
within the systems developed by managers under
their delegated responsibilities there will be critical
small systems and data. Many users of small systems
consider risk management inappropriate and there-
fore could not rely on any contingency measures for
their systems. This is particularly important because
it is evident that an increasing amounts of user proces-
sing means secure or sensitive data is being main-
tained at a micro-computer level and loss of this infor-
mation or breaches of confidentiality of sensitive data
could be embarrassing, or even commercially damag-
ing, for an organisation.

Some Topical Security Problems

It is difficult to quantify the cost to organisations of
lapses in computer security. Estimates of 400 million
a year in direct losses have been reported’. However,
indirect costs are more difficult to quantify, such as:

® Determining the extent of the security breach and
repairing the damage to the system

© Rebuilding user confidence in the system

® Restoring organisational credibility

This is particularly so when resources are shared
amongst many users and the security breach is in the
form of a virus introduced into the computer system.
There have been reported incidents® of virus attacks
both in public and private sector organisations. One
of the most common ways of viruses spreading is for
users to use unauthorised software or to swap discs
between different systems’. Significant number of



staff, feel that the practice of sharing software is
acceptable and this is part of the security problem of
enforcing computer security policy and raising sec-
urity awareness in organisations; a report suggests
that forty per cent of companies (see reference 7) do
not observe computer security policies. One method
of controlling this problem is specific administration
over the installation and use of vendor and applica-
tion software in the office, with a general rule that
users should have controlled access to information
previously installed on hard disks'. Software and
hardware solutions are available to provide the
facilities for their systems administration in even the
smallest computing environments with audit trails of
system usage, system login’s and password violations.

However, security breaches are bound to arise
through the use of shared resources in a microcompu-
ter based environment. Another general rule is that
only authorised software should be installed by the
systems administrator. One of the least highlighted
problems problem associated with shared systems in
that vendor based software is normally licensed as
one copy per machine, however, due to the ease with
which copies can be made this is a difficult area to
control. There is always a risk, therefore, of a pro-
secution should a breach of copyright take place and
there are instances where prosecution has taken
place'’. Lack of such things as inventories makes it a
difficult and time consuming area for management to
exercise control and it is difficult and time consuming
to conduct comprehensive tests for likely breaches; it
is important that an alliance is formed by objective
third parties, such as Internal Audit and the

‘Departmental Security Officer, in order that proper

monitoring of system security is maintained. This
would mean structured security reviews involving
such things as:

e Detailed testing for compliance with organisa-
tional policies -

® Cross checking against organisationél inventories
® Quantifying the cost of security breaches

¢ Independent reporting to management or to sec-
urity committees

Implicit in the protection of software is the protec-
tion of all data held on disk and the secure manage-
ment of those disks, through accountability. This
suggests that the individual who is responsible for sys-
tem administration should also be responsible for the
control of all magnetic media with general rules
regarding back up and safe storage of copied data.
One of the best ways of combatting the problems of
computer abuse is in assigning proper responsibilities
for data security. Analysis of this issue suggests that it
is the users in the functional areas who should take

this responsibility"®. It is not only important to have:

someone in the office with primary responsibility for
this role but also some secondary responsibilities
should be placed on those who are- given access to

data'. Some users are familiar with access controls
such as passwords but the storage of sensitive data
will increase the need for access control considera-
tion, such as authentication controls which limit indi-

" vidual access or authorization controls which limit

access to particular operations”. In addition it is rec-
ognised that there are few standards and also general .
weakncsscs in the development and maintenance of
documentation to support user developed systems'®.
As microcomputer based systems become more
sophisticated and their operations more complex the
risks to the system increase. Users need to consider
carefully the need for documentation to support the
control of their systems, e.g. documented procedures
for file backup or recovery instructions and con-
tingency plans. This can be difficult for users who
while at the same time as they develop the skills of
“end-user computing” may lack the formal training in
security. This is a growing problem as users move
away from conventional, well controlled clerical envi-
ronments, to third party based software such as word-
processing or spreadsheet packages and this makes it
difficult for management and for independent func-
tions to monitor and evaluate the effectiveness of sys-
temn usage.

Training & Awareness

There is a strong belief that users needed training in
the security aspects of IT. Most organisations can
provide some guidance to management and staff
through their Information Systems Groups; this is
usually on a consultative basis, mainly reactive, based
upon user enquiries. In addition, Information Sys-
tems groups and the Departmental Security officers
can issue guidance in both booklet form and through
the use of staff circulation notices to increase aware-
ness. All of the above must be supported from the top
through defined policies and by documentation which
contains statements of the policy and instructions and
guidelines on how data security should be dealt with.
The Civil Service College provides formal training'
in security and audit, for both the public and the pri-
vate sector, in all of the areas described in this article
but it must be stressed that the provision of “in house”
training by organisations themselves is also essential
to maintain an awareness of computer security across
the whole of the organisation. :
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An Introduction to Auditing MVS

Alan Oliphant

The subject of the meeting held on 21st October 1991
was ‘Auditing the MVS Operating System’. It was
originally planned that this should be given by Alan
Oliphant, Computer Audit Manager with The Stan-
dard Life Assurance Company. Alan has been
involved with computing since 1973 and has been a
computer auditor with many diverse companies on
several continents since 1975. He is currently Chair-
man of the Institute Of Internal Auditors IT Audit
Development Committee and is actively involved in
organising the annual COMPACS conference.

Unfortunately Alan was unable to give the presen-
tation and was substituted by Mike Kerford-Byrnes.
Mike is an independent systems consultant with many
years experience of IBM operating software.

The presentation and its accompanying documen-
tation was based on a research report recently pro-
duced by the IT Audit Development Committee of
the Institute of Internal Auditors. Full copies of the
report can be obtained from:

The Institute of Internal Auditors
13 Abbeville Mews

88 Clapham Park Road

London SW4 7BX

Auditing MVS can be a very complex procedure,
so the presentation did not attempt to describe the
process in detail. Rather, it was intended to provide
an introduction to the reasons for auditing the operat-
ing system and to suggest a way in which auditors new
to this type of review could approach the area in a
competent manner.

Mike’s presentation covered some extremely
interesting new areas, including:

System Parameter Library

This is the library which contains most of the control
information for MVS at system initialisation time.
The features of this library and the items to be
checked were described along with their significance.

Authorised Program Facility

The APF is the single most important feature within
MYVS and allows programs to work outside the nor-
mal constraints of operating system security. Ii is
therefore vital to find out which programs can run
outside normal security, determine how they them-
selves are protected and to analyze the programs to
determine their functions. This is one area where
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even experienced computer auditors may find dif-
ficulties, given that the specialist expertise necessary
to analyze Assembler code is not common in the
auditing community.

Program Properties Table

PPT is another fundamental control feature. This
table describes to the operating system those prog-
rams which require special properties when they are
run. It can grant programs special powers and must be
checked during audits of MVS.

System Management Facility

SMF provides an audit trail for MVS. However, it is
not an easy trail to analyze. To complicate things even
further, the type of entry in the trail is often optional.
It is extremely important for auditors to ensure that
all significant events are being recorded and that
audit trails are adequately protected. Exits are also
provided within the SMF processing to allow user
definable code to be processed at specific points dur-
ing SMF processing. The use of exits requires special
scrutiny as the code executed here is effectively out-
side the control of any security function.

Job Entry Subsystem

JES is the part of the operating system which controls
the workflow of the system and organises the output.
Like SMF, exits exist within JES for user defined
code. Again, this exit code must be subjected to
scrutiny. Operators can issue commands to JES for a
variety of functions. Unless specifically restricted to
the system console, these commands can be entered
from a variety of sources with diminishing levels of
control. '

Supervisor Calls

SVCs are the main method of communication bet-
ween MVS and programs. SVCs are specific prog-
rams which request specific services such as opening
datasets etc. Some SVCs request very sensitive sys-
tem functions and need to be protected.

Conclusion

This was an interesting and useful presentation, very
professionally delivered by Mike. ‘How to’ papers
like this are the backbone of professional interest
groups like CASG, where auditors and other
specialists can share their knowledge and skills, and
help to give confidence and support to colleagues.



ADVANCE NOTICE

Wednesday 13th May 1992
DISASTER RECOVERY - AN AUDIT PERSPECTIVE

“Without the support of our computer systems we
would continue trading for only a few days before los-
ing control of our business”. This is the view of many
chief executives and finance directors today.

What would happen to your business if your data
processing centre vanished in a puff of smoke, or was
drowned in a tempest? A question most of us try not
to think about.

In the modern business environment we have
become increasingly reliant on the safe and uninter-
rupted functioning of our computers. Given the
importance of IT to our company’s operations it is
surprising that Contingency Plans are neglected,
untried and untested. ‘

At our annual conference we will be exploring the
whole area of Contingency Planning. Our Speakers
have been chosen to give delegates a sound under-
standing of the topic. During the course of the day
you will hear from a consultant who specialises in the

formation of -Contingency Plans, from an internal
auditor about how to test the plans, from a company
that has suffered its own disaster and the lessons
learnt, and from an expert who will tell us what ser-
vices arc availablc.

At the end of the conference you will be able to go
back to your company and be able to address the
issues of Contingency Planning with confidence.

VENUE: The London Press Centre
76 Shoe Lane
London
EC4A 3]B

The fee for the conference, which includes confer-
ence papers, coffee and lunch will be:

BCS or CASG Members £150

Non Members £200

The non-member rate includes automatic corporate
membership of CASG.

Please complete a membership application form and
return it with this booking)

BOOK YOUR PLACE NOW BY COMPLETING AND RETURNING THE SLIP OPPOSITE
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. The British Computer Society

ANNUAL CONFERENCE - PRIORITY BOOKING

To: Mr A J Thomas, 3 Kings Court, The Maltings, Great Dunmow, Essex, C.M6 1UX

I enclose a cheque for £..

Please register the following bookings:

DISASTER RECOVERY - AN AUDIT PERSPECTIVE

.................. being fees for ................. delegates for the annual conference.

COMPANY: .« o v et e et e e e e e e e e

Address

Telephone: . .......... ... ... ... .. ... e

Position:

3. Name: -

Position:

4. Name:

Position:

5. Name:

Position:
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co CONFERENCE PROGRAMME
13th May 1992
The London Press Centre
76 Shoe Lane, London EC4A 3JB

DISASTER RECOVERY - AN AUDIT PERSPECTIVE

0900 Delegate Registration

0925 Chairman’s Introduction John Mitchell
Chairman CASG

0935 The Consultant’s Role Speaker from a consultancy
firm providing Contingency
Planning

1035 Coffee

1105 The Alternatives Alan Bell
Amdahl Executive Institute

1205 Lunch

1330 Experiencing a Disaster Speaker to be confirmed

1430 Tea

1500 Testing the Plan An Internal Auditor

1600 Panel Session All Speakers

1516 Close

1630 - The Annual General Meeting for 1992 of the Computer Audit

Specialist Group will take place in the lecture hall.
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The British Computer Society

PLEASE RETURN TO
Mr A J Thomas
. = - ' Treasurer BCS CASG
Membership Application 3 Kings Court
The Maltings
Great Dunmow
Essex CM6 1UX

I wish to APPLY FOR / RENEW (delete as approprlate) my membership of the Group in the following category
and enclose the appropriate subscription.

CORPORATE MEMBERSHIP (Up to 5 delegates)* £50
* Corporate members may nominate up to 4 additional recipients
for direct mailing of the Journal (see over)

INDIVIDUAL MEMBERSHIP (NOT a member of the BCS) £15

INDIVIDUAL MEMBERSHIP (A MEMBER of the BCS) £10
BCS membership number: '

Please circle the appropriate subscription amount and complete the details below.

INDIVIDUAL NAME:
(Title/Initials/Surname)

POSITION:

ORGANISATION:

ADDRESS:

POST CODE:

TELEPHONE:
(STD Code/Number/Extension)

PROFESSIONAL CATEGORY: (Please circle)

1= Internal Audit 4 = Academic

2 = External Audit 5 = Other (please spec1fy)
3 = Data Processor

SIGNATURE: : DATE:

PLEASE MAKE CHEQUES PAYABLE TO “BCS CASG”
AND RETURN WITH THIS FORM TO THE ADDRESS SHOWN ABOVE
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ADDITIONAL CORPORATE MEMBERS

INDIVIDUAL NAME:
(Title/Initials/Surname)

POSITION:

ORGANISATION:

ADDRESS:
POST CODE:

TELEPHONE: (STD Code/Number/Extension)

PROFESSIONAL CATEGORY:

1 =Internal Audit . 4 = Academic

2 = External Audit ’ 5 = Other (please specify)
3 = Data Processor ,

INDIVIDUAL NAME:
(Title/Initials/Surname)

POSITION:

ORGANISATION:

ADDRESS:
POST CODE:

TELEPHONE: (STD Code/Number/Extension)

PROFESSIONAL CATEGORY:

" 1 = Internal Audit . 4 = Academic
2 = External Audit 5= Other (please specify)
3 = Data Processor

INDIVIDUAL NAME:
(Title/Initials/Surname)

"~ POSITION:

ORGANISATION: -

ADDRESS:
POST CODE:

TELEPHONE: (STD Code/Number/Extension)

'PROEESSIONAL CATEGORY:
1 = Internal Audit 4 = Academic
2 = External Audit 5 = Other (please specify)

3 = Data Processor

INDIVIDUAL NAME:
(Title/Initials/Surname)

POSITION:

ORGANISATION:

ADDRESS:
POST CODE:

TELEPHONE: (STD Code/Number/Extension)

PROFESSIONAL CATEGORY:

1 = Internal Audit 4 = Academic

2 = External Audit - 5 = Other (please specify)
3 = Data Processor ] : )
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