Countermeasures To Advanced Threats
What can SMBs do to protect themselves?
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Spyware / Phishing

EXTORTION

Payments you are forced into making

Ransom Demand To
Access Files / Computer

DDOS
Denial Of Service

Sextortion

FRAUD

Payments you are tricked into

THEFT
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Transferring your data to the criminals
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Advanced Cyber Threats

A quick explanation
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How NSQO'’s new capability is said to work

e Pegasus clones login
credentlals from phone
o on to server
Installs Pegasus
malware lllicitly on

target’s phone

Surveillance
operation

Server retrleves data from
target's cloud, Including years
of Informatlion such as
locatlons and messages from
all connected devices

Personal data relayed
back to survelllance

Source: FT research operators
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40%

infection rate if clicked

NIST

National Vulnerability Database — October 2021

110 known vulnerabilities - last 3 months
1637 known vulnerabilities - all time
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AUTOMATED EXPLOIT KITS
ARE SOLD AS A WEB SERVICE
BY CRIMINALS TO OTHER
CRIMINALS
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Preparation Intrusion Active Breach
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Reconnaissance Payload Installation Action
Weaponization Exploitation Command & Control (C2)
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Hours to Months Seconds Months
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The What

Understanding the attack
surface of your organisation
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TECHNOLOGY

The systems in place to
protect you
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The Where, Who & Why

Expanding the asset list Information










Training
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Reducing The Attack Surface

Removing may equal reducing, but
reducing does not always equal removing










One of the first questions the ICO ask when a breach is reported is whether the staff
member was trained in data protection

Explain the risks according
to department

TECHNOLOGY

The systems in place to
protect you

Demonstrate through
real-world examples

PROCESSES

The guidelines and
instructions in place
to protect you

PEOPLE

Employee awareness
of what to do

Create a no-blame culture or not to do




A one size fits all approach does not work for security awareness training
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Marketing
Data privacy risks

Engineering
Supply chain compromise,
extortion & theft

Finance
Fraud

CONFIDENTIALITY

Only authorized users can
access or modify data

AVAILABILITY

Authorized users

have access to
resources when
needed

INTEGRITY

Ensuring that data is
correct, authentic,
and reliable




To PHISH or not to PHISH
your own staff; that is the question?
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Email System Genuine Bogus
Email Sender Genuine User Compromised Spoof Display Name Deception Lookalike Domain
Credentials
Email Reason Legitimate Extortion Fraud Theft LTI Disruption
Reason Use of Assets
Malicious Attachment with
Email Payload
mail Payloa File Attachment Genuine URL Link Attachment Malicious URL Link Malicious URL Link
Genuine File with
Final Out
inal Outcome e Genuine Website Malicious File Malicious URL Link Malicious URL Link
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You can find my free step-by-
step instructions for Office
365 at:

www.booleanlogical.com/
office-365-security



OpenDNS

asco. CIisco Umbrella



Secure Configuration
Has everything been securely configured?
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Firewall & traffic

SSID: | Cisco Guest

Firewall

Layer 3 firewall rules @

shaping

L

# Policy Protocol
Deny ¥ | Any

Allow Any
Add a layer 3 firewall rule

Destination

Local LAN

Any

Port
Any

Any

Comment

Wireless clients
accessing LAN

Default rule

Actions




Access Control
Reducing user identity related risks
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2 Change Account Type — Oa
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« v A 8 « Change an Acc.. » Change Account Type v O  Search Control Panel

Choose a new account type for myAdmin

myAdmin
R Local Account
Password protected

(O Standard
Standard accounts can use most software and change system settings that don't affect other users or the

security of this PC.

(® Administrator
Administrators have complete control over the PC. They can change any settings and access all of the
files and programs stored on the PC.

Why is a standard account recommended?

Change Account Type Cancel
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Visibility

Can you see network traffic and device activity?
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24/7 monitoring is expensive
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asco. Cisco Umbrella
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Forensics and Remediation
Root cause analysis and Iin-depth remediation






https://www.open-systems.com/xdr/edr/
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Conclusion



Access
Control

Backups

Admin
Privilege

Web
Filtering

Email
Filtering

Monitoring







For more security resources and advice see:
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