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Who is nick ioannou?

My Amazon Author Page can be found at: www.amazon.com/author/nick-ioannou
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Why Would Cyber Criminals Target an Organisation?

EXTORTION
Payments you are forced into making

THEFT
Transferring your data to the criminals

FRAUD
Payments you are tricked into making

Ransom Demand To 
Access Files / Computer Fake Service Login Credentials / 

Contacts

Financial InformationFake ProductDDOS
Denial Of Service

Virus Trojan


Ransomware Spyware / Phishing



Botnet

£$€


Scam

Unauthorised Use 
Of Your Computer

Spam Relay

Webcam Footage

Web Server

Crypto-Currency MiningMoney Transfer ScamSextortion

DISRUPTION
Goal is to cause problems

Lower Share Price

Benefit Competitor

Worm

Revenge / Prove A Point



Advanced Cyber Threats
A quick explanation



What is an advanced threat?

www.hard-off-security.com



What is an advanced cyber threat?



What is an advanced cyber threat?

National Vulnerability Database – October  2021

110 known vulnerabilities - last 3 months

16184 1 9 67

1637 known vulnerabilities - all time

835 344 1,110 640 1,870

AUTOMATED EXPLOIT KITS 
ARE SOLD AS A WEB SERVICE 

BY CRIMINALS TO OTHER 
CRIMINALS

40%
infection rate if clicked

Big Sur
10



Any single part of the cyber kill chain can be advanced?



The What
Understanding the attack 

surface of your organisation

?



Understanding your attack surface



Understanding your all your attack surface



Your software is also part of your attack surface



Legacy technology creep vs emerging technology

July 2009 October 2021



Let’s not forget the human element

TECHNOLOGY
The systems in place to 

protect you

PEOPLE
Employee awareness 

of what to do 
or not to do

PROCESSES
The guidelines and 

instructions in place 
to protect you



The Where, Who & Why
Expanding the asset list information



Where assets are physically or virtually 



Who is the accountable person or team responsible?



Why is this asset in the organisation?

Training Risk Management

Marketing

Productivity Tool

Business Analytics Legal / Regulatory

Forensics Communications Management



Reducing The Attack Surface
Removing may equal reducing, but 

reducing does not always equal removing





Consider upgrades or alternative operating systems



People need engaging cyber security awareness training



One of the first questions the ICO ask when a breach is reported is whether the staff 
member was trained in data protection

TECHNOLOGY
The systems in place to 

protect you

PEOPLE
Employee awareness 

of what to do 
or not to do

PROCESSES
The guidelines and 

instructions in place 
to protect you

Demonstrate through 
real-world examples

Explain the risks according 
to department

Create a no-blame culture

Raise awareness of social engineering attacks



A one size fits all approach does not work for security awareness training

Engineering
Supply chain compromise,
extortion & theft

Marketing
Data privacy risks

Finance
Fraud

CONFIDENTIALITY
Only authorized users can 

access or modify data

INTEGRITY
Ensuring that data is 
correct, authentic, 

and reliable

AVAILABILITY
Authorized users 

have access to 
resources when  

needed

Explain the major risks by department



To PHISH or not to PHISH
your own staff; that is the question?

Changing the culture



Emails are still the main infection route



Email System

Email Sender

Email Reason

Email Payload

Genuine

Compromised 
Credentials Genuine User 

Legitimate 
Reason

File Attachment Genuine URL Link

Bogus

Spoof Display Name Deception Lookalike Domain 

Extortion Fraud Theft Unauthorized 
Use of Assets Disruption

Malicious 
Attachment Malicious URL Link Attachment with 

Malicious URL Link

Types of email

Malicious URL LinkMalicious FileGenuine WebsiteFinal Outcome Genuine 
Attachment

File with 
Malicious URL Link



Email System

Email Sender

Email Reason

Email Payload

Genuine

Compromised 
Credentials Genuine User 

Legitimate 
Reason

File Attachment

Bogus

Spoof Display Name Deception Lookalike Domain 

Extortion Fraud Theft Unauthorized 
Use of Assets Disruption

Malicious 
Attachment Malicious URL Link Attachment with 

Malicious URL Link

Types of email

Malicious URL LinkMalicious File Final Outcome Genuine WebsiteGenuine 
Attachment

File with 
Malicious URL Link

Genuine URL Link



Filter email & block executable file types

ace ade adp ani app asp bas bat cer chm

cmd com cpl crt csh der dll docm dos exe

fxp gadget hlp hta inf ins isp its jar js

jse ksh lnk mad maf mag mam maq mar mas

mau mav maw mda mdb mde mdt mdw mdz msc

msh msh1 msh1xml msh2 msh2xml mshxml msi msp mst obj

ops os2 pcd pif plg prf prg ps1 ps1xml ps2

ps2xml psc1 psc2 pst rar reg scf scr sct shb

shs tmp url vb vbe vbs vsmacros vsw vxd w16

ws wsc wsf wsh xnk

You can find my free step-by-
step instructions for Office 
365 at: 
www.booleanlogical.com/
office-365-security



Filter web traffic



Secure Configuration
Has everything been securely configured?





Is everything securely configured?



Does six degrees of separation apply to all your systems?



Access Control
Reducing user identity related risks





IAM / Single Sign-On & Multi-Factor Authentication

2 step verification logins



Zero-trust security model & context-aware access 



Admin rights equals a security risk



Visibility
Can you see network traffic and device activity?



Do you need a SIEM (security info and event management)?



Do you need a SOC (security operations centre)?

24/7 monitoring is expensive



Unified threat management (UTM) firewalls



Web traffic filters also have extensive reporting



Mobile device management (MDM) 



Forensics and Remediation
Root cause analysis and in-depth remediation



Mitre att&ck® matrix



Endpoint detection and response (EDR) 

https://www.open-systems.com/xdr/edr/





Conclusion



Backups

Antivirus

Patch 
Mgt

Email 
Filtering

Web 
Filtering

Admin 
Privilege

Access 
Control

MonitoringForensics

9 areas for true cover



There is no secret ingredient



For more security resources and advice see:

www.booleanlogical.com


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49

