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Bal Matu

- 6 yrs - Graduate Engineer to Head of Design Assurance (Defence)

- 2 yrs Quality Manager (Defence)

- 2 yrs – Auditor/Consultant/Trainer for an Accredited Certification Body

- 30 yrs – Auditor/Consultant/Trainer (Contract)

- IRCA Registered Lead Auditor since 1992

- TickITplus/ISO20000-1/ISO27001/ISO22301 Lead Auditor

- World Lottery Association Security Control Standard (WLA – SCS) Lead Auditor

- Cyber Essentials Plus Certification Body and Auditor

- EC-Council Certified Ethical Hacker (CEH)

- EC-Council Certified Security Analyst (Practical)

- CREST Registered Penetration Tester

- TickITplus Accredited Training Provider

 www.DevelopCapability.co.uk – Cyber Essentials Certification Body/ISO 27001 Consultancy
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Structure

 Part 1 – Introduction and why a good security posture is important

 Part 2 – Security Frameworks – Examples and how they work

 Part 3 –How to use the Frameworks and also create a good security posture (Scenario)

 Part 4 – Summary
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INTRODUCTION

Part 1
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Why should we optimise our Security Posture?

 A good Security Posture will address

 Not only the 

- technical aspects of information security 

 but also the 

- physical, cultural and behavioural aspects

 and demonstrate

- effective leadership and governance
SECURITY 
POSTURE

Critical 
Assets

Risk Asses

Controls

Leadership 
and 

governance

Learn from 
incidents

Training for 
all levels
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WEF - Top Short-Term Global Risks

 World Economic Forum Global Risks Report 2022
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ENISA Threat Landscape 2021 - Prime threats

 ENISA is the European Union Agency for 
Cyber Security

 Compromise through phishing e-mails, and 
brute-forcing on Remote Desktop Services 
(RDP) remain the two most common 
ransomware infection vectors.

 Users are used to the idea of not clicking on 
suspicious e-mails, but still are not aware that 
they can also be phished via text messages or 
phone calls.

 The Phishing-as-a-Service (PhaaS) business 
model is gaining prevalence.

 https://www.enisa.europa.eu
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What is Security Posture?

 It’s a measure of how well an organisation can predict, prevent, and respond to threats.



© Copyright Develop Capability Ltd 2022 Bal Matu – Develop Capability Ltd 9

SECURITY FRAMEWORKS 

Part 2
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Many Frameworks

 Cyber Essentials and Cyber Essentials Plus – focus is on risk from internet controls are mandated

 ISO 27001 – broader (includes risk from internet) but organisation sets own acceptable level of risk

 NIST CSF – risk based – catalogue of outcomes – Function-Category-Subcategory-Info Refs

 TickITplus – ISO 9001; ISO 20000-1 and ISO 27001 as one Integrated Management System 
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Cyber Essentials Scheme Requirements

 Focus is on risk from internet, controls are mandated

 Firewalls

 Secure configuration

 User access control

 Malware protection

 Security update management/patching
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ISO 27001:2013

10 Improvement

Nonconformity and 
corrective action

Continual 
improvement

9

Perf Eval

Monitoring, 
measurement, 
analysis and 
evaluation

Internal audit

Management 
review

8

Operations

Operational 
planning & control

IS risk 

assessment

IS risk 

treatment

7

Support

Resources

Competence

Awareness

Communication

Documented 
Information

6

Planning

Actions to address 
risk & 

opportunities

IS objectives & 
planning to 

achieve

5

Leadership

Leadership & 
commitment

Policy

Org roles, resp & 
authorities

4

Context of the Org

Understanding org 
& context

Understanding 
needs & 

expectations 
interested parties

Scope of ISMS

ISMS

PLAN DO CHECK ACT
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Comparison - Requirements

Cyber Essentials Scheme

 Risk Assessment – By Scheme 
owner - NCSC

 Controls – 5 technical control themes 
- firewalls, secure configuration, user 
access control, malware protection 
and security update management

 Two levels – self declared level (CE 
Self Assessment) and an 
independently tested level (CE Plus)

ISO 27001:2013

 Risk Assessment – By Organisation 
being assessed

 Controls – 114 technical controls 
divided into 14 categories (plus 
section 4-10 covering Management 
System Requirements covering Plan-
Do-Check-Act)

 Accredited Certification based on 
process effectiveness checks (no 
actual testing by the Auditors) 
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Comparison - Controls

Cyber Essentials Scheme
 Focus is on exploitable vulnerabilities and 

weaknesses within an organisation’s 
infrastructure through the internet

 External vulnerabilities (all TCP/UDP ports for all 
external IP addresses)

 End User Devices for vulnerabilities

 Effectiveness of malware protection

 Effectiveness of security while browsing

 Cloud services – Admin use of 2FA

 User/Admin account separation

ISO 27001:2013
 Risk Methodology is selected/defined by the 

organisation

 Risk Assessment determines level of risk based 
on information assets, threats and vulnerabilities 

 Create a risk treatment plan and define risk 
treatment/acceptance criteria 

 Statement of Applicability justifies inclusion and 
exclusion of the 114 controls listed in Annex A

 Demonstrate the effectiveness of the 
management system and justified controls using 
objective evidence 
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NIST - Cybersecurity Framework

https://www.nist.gov
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NIST - CSF

 improving cybersecurity posture by comparing a "Current" Profile (the "as is" state) with a "Target" 
Profile (the "to be" state)
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TickITplus BPL Processes

• Quantitative Performance 
Management

• Quantitative Process 
Improvement

• Project Management
• Configuration & Change 

Management
• Decision Management
• Information Management
• Problem & Incident 

Management
• IT Finance Management
• Management Reporting

• Acquisition & Contracts 
Management

• Supply Management & 
Business Relationships

• Capacity Management
• Integration Management
• Verification
• Validation
• Operations Management
• Maintenance Management
• Disposal
• Requirements Analysis
• Stakeholder Requirements 

Definition
• Service Level Management
• Transition & Release 

Management
• Architecture Design

• Development Implementation
• Continuity, Availability & 

Contingency Management

• Domain Engineering
• Asset and Program 

Management

Mandated at Gold 
and Platinum Level

TYPE M PROCESSES

SCOPE DEPENDENT TYPE B/C PROCESSES

TYPE A PROCESSES

• Data Management

• Human Resource Management
• Management Framework
• Corporate Management & Legal
• Infrastructure & Work 

Environment Management
• Improvement
• Measurement & Analysis
• Customer Focus
• Risk Management

• Lifecycle Model Management
• Programme Management
• Resource Management
• Security Management

Organisational Processes
Technical Processes

Maturity Processes
Agreement Processes

Project Processes
IT Specific Processes
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TickITplus Processes
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TickITplus Mapping
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What is common to these Frameworks?

 They all promote a good Security Posture

 Identify Business Critical Assets and their owners

 Risk Assessment/Gap Assessment – using a 
Framework

 Implement controls to treat risks/gaps

 Identify accountable Leadership Roles

 Use scorecards – monitor and track progress against 
desirable outcomes

 Learn from incidents

 Training program for all levels of the organisation
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SCENARIO

Part 3
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Scenario

 Context - Consider typical Software development company

 Use cloud tools (Atlassian/JIRA/GitLab)

 Develop products

 Have staff working at more than one-site

 Outsource some activities
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Information Assets – Software Development Company 

 Identify the business critical information assets and nominate an owner for each

 E.g. 

 JIRA – Owner is Development Director

 Developer Laptops – Owner is Development Director

 Source Code - Owner is Development Director

 Owner – Identifies business criticality value of the data (H/M/L)

 Owner - Authorises and reviews access to users

 Owner - Agrees backup frequency with IT
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Risk Assessment 

Risk
ID

Risk Control Requirement

1  Unauthorised Access  Acceptable Use Policy, Password Policy, 
Least privilege, 2FA

2  Corruption/Hardware 
Failure

 Backups

3  Environmental  UPS, Business Continuity Plan, Physical 
access control

4  Theft/Loss  Staff vetting, encryption, security incident 
process

5  Malware/ransomware  Firewall, malware protection, secure 
configuration, vulnerability management

6  User error  Staff security awareness training, security 
incident process
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Leadership, Accountability and Responsibility

Risk
ID

Control Requirement Board IT Users Asset 
Owner

1  Acceptable Use Policy, Password Policy, 
Least privilege, 2FA

A C I R

2  Backups A R C

3  UPS, Business Continuity Plan, Physical 
access control

A R C

4  Staff vetting, encryption, security incident 
process 

A R I C

5  Firewall, malware protection, secure 
configuration, vulnerability management

A R C

6  Staff security awareness training, security 
incident process

A R I C
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Scorecards/Dashboards

 Prioritise Security Risks

 Track and monitor progress

 Track and monitor effectiveness of controls
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Risk ID #1 - Unauthorised Access Risks - Treatment

 Password Management - Complex – Three Random Words

 Clear requirements in Acceptable Use Policy

 Use Two-Factor Access wherever possible for Cloud Services

 Least privilege - only provide access needed for role

 Separate Standard User and Administrator accounts
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Risk ID #2 - Corruption/Hardware Failure Risk - Treatment

 Backup and Restores

 Frequency agreed with Asset Owner

 Regular restore tests
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Risk ID #3 - Environmental Risks - Treatment

 Business Continuity Plan
- Based on Business Impact Assessment 

(BIA)

 Business Continuity Plan Test Scenarios. 
- Data Loss/Breach. 

- Power Outage. 

- Network Outage.

- Physical disruption. 
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Risk ID #4 - Theft/Loss Risk - Treatment

 Physical controls – Access Control, secure 
zones, entry controls, encryption, secure 
disposal, acceptable use policy etc.

 Security incident process

 Learn from incidents
- Root Cause Analysis
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Risk ID #5 - Malware/ransomware risks - Treatment

 Technical Controls 

- Asset discovery

- Malware protection, patching, 

- Separate User and Admin accounts

- Vulnerability assessment

- Intrusion detection

 Monitor/Dashboards
- Security Information and Event Management 

(SIEM)

- Unauthorised access attempts

- Virus/malware dashboard

- Firewall open ports

- Patching status

- IDS system
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Risk ID #6 - User error risks - Treatment

 Breaches often occur because of human error and the majority of breaches are the result of 
unsuspecting, untrained or complacent staff being socially engineered

 Top tips for staff training video is available on NCSC website

 Defending yourself against phishing

 Creating strong passwords

 Securing your devices

 Reporting incidents

 Quiz
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SUMMARY

Part 4
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Summary - How can we optimise our Security Posture?

 Identify Business Critical Assets and their 
owners

 Risk Assessment/Gap Assessment – using a 
Framework

 Implement controls to treat risks/gaps – Involve 
Asset/Risk Owners

 Leadership roles, scorecards to monitor and 
track progress against desirable outcomes

 Learn from incidents

 Training program for all levels of the 
organisation

SECURITY 
POSTURE

Critical 
Assets

Risk Asses

Controls

Leadership 
and 

governance

Learn from 
incidents

Training for 
all levels
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