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Why it matters
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▪ Speaker background

▪ What’s straight look like?

▪ What are we bending (to do’s)

▪ Why do we need to bend?

▪ Cloud bending

▪ When a bend looks like (getting caught) with a great gaping hole

▪ Further reading

▪ Questions



SPEAKER BACKGROUND



Konrad Kawalec, CGEIT, CISM
Information governance, regulation and compliance
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• 35 years in IT technical and 
management roles

• Various roles including networking, 
tech support, project management, 
data protection and information 
security, governance and 
compliance.

• ISACA CGEIT, CISM.

• Experience working in commercial, 
non profit, NHS and Local 
Government

• My happy place is being a subject 
matter expert delivering ‘good 
enough’

▪ Working for a large organisation 

(Doncaster Council) with 6000 

staff, 750 applications, 300 

servers, 300+ 3rd party suppliers 

and stakeholders

▪ Responsible for stakeholder 

security assessments.



Me and a bunch of others
trying to achieve a meaningful reduction in risk
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• Yorkshire and Humber Warning 

Alerts and Response Point 

(WARP)

• NCSC

• LGA

• various changing name 

government departments



Is this for you?
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▪ If you're an organization 

undertaking due diligence of  3rd

parties

▪ If you’re a 3rd party wanting to ‘up 

your game’



WHAT’S STRAIGHT LOOK LIKE?



What’s straight look like?
From an information security perspective
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• A business does STUFF, which costs it less to do then it gets paid for 

doing, so making a surplus and staying in business.

• It needs to know how best to do it’s stuff, and how it can most easily 

eradicate, reduce or mitigate things that could stop it or make it too 

expensive to continue doing stuff.

• other businesses, customers, stakeholders and oversight organisations 

check to make sure it’s doing it’s stuff in an appropriate manner. 

• some organisations (such as the ICO) will punish the business if it’s caught 

doing stuff wrong.



To do’s
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• Governance: Training, policies and procedures, data sharing agreements, 

Privacy Notice. 

• Data Protection registration

• Encryption

• Operating systems in support: servers, laptops, mobiles

• CVSS 10+



A technical perspective
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• CIAAN-R:

• Confidentiality

• Integrity

• Availability

• Authentication

• Non-repudiation



WHAT ARE WE BENDING?



What are we bending?
Standards – or how we do stuff
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• for suppliers to the public sector the minimum standard is:

• Cyber Essentials

• other standards:

• PCI DSS

• NHS DPST

• Future Network for Government (FN4G)

• ISO 27001

• also expected to conform with applicable laws and regulations, including:

• GDPR, DPA (2018), CMA, Copyright, Communications Act 2003, etc



What are we bending?
Are standards too strict?
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• Cyber essentials requires:

• Is every piece of software you use, less than 3 months since last major release or 

critical bug fix?

• Probably not, as it’s not going to be fully compatible with everything else in your eco 

system.

• Are all obsolete systems unconnected to your productions systems (windows NT A0 

plotter in engineering?)

• Probably not, as people still need to get their stuff from productions systems to those 

obsolete systems

• is mitigation in place for any still used deprecated systems?

• Probably not, as the supplier who is remote connecting via their outdated system to your 

system can’t do it with the modern protocols in place



What are we bending?
Supplier, customer or 3rd party due diligence process
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• Scottish Government new supplier due diligence

• Y&H WARP new supplier due diligence

• Crown Commercial Services procurement frameworks

• NHS



What are we bending?
How can we bend the ‘compliance’ with a standard?
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• Just tick the box (no one ever checks)

• give compliance to someone who doesn’t know what they’re talking about

• restrict the scope of what the compliance relates to



WHY DO WE NEED TO  BEND?
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Why are we bending?
If we don’t conform with this standard we…
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• Won’t get the contract!

• won’t be able to get our licence

• won’t be able to connect to our bank

• won’t be able to process payments

• won’t be able to share information with 3rd parties

• May get a punishment for not conforming

• May get sued



CLOUD BENDING
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Cloud Bending
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▪ The key cloud service providers have all the bases covered:

▪ UK based data canters (no GDPR data transfer issues)

▪ Every certification under the sun



WHEN A BEND LOOKS LIKE (GETTING 

CAUGHT) WITH A GAPING HOLE
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When a bend looks like a gaping hole
Shit happens
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• Devices that are not encrypted:

• Sensitive data (attributable to a person) unencrypted

• Data protection training and safe handling of data

• Governance; creating, buying, selling, sharing, destroying, restoring

• critical vulnerabilities in your system with no plan

• Data Protection Fee

• Privacy notice not covering the basics





THANK YOU


