Playing with
Failure
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This is not m
about e

gamification
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This is not
about fun
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This is about
failing safely
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Let’s deal with
the elephant in
the room
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Experimenta
sectior

Let’s see if this works...
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We’'re seeing a lot of
fileshare activity here,
and users are

complaining their
data isn’t available.
Can you help?
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What do you want to do?

(D Start presenting to display the poll results on this slide.



Sounds like
ransomware, lock
everything down!

Might be a SAN failure,
check the logs.

Happens about once a
week, probably the
replication window,
leave it be.
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Everything’s down! Our
customers are furious!
Our share price has
dropped five points in
the last 30 minutes!

Fix it, now!
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The boss is furious, what should we do?

(D Start presenting to display the poll results on this slide.



Turn everything
off and on again.

Stand our ground.
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Might be a SAN failure,
check the logs.

Oops!
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OO

Happens about
once a week, .
orobably the

replicatior
window, leave

it be. ’
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Payment will increase on

11/13/22

Your files will be lost on

11/22/22

Ooops, your files have been encrypted

10 000 000
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And how can we
tell?

Did it work?
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No right answers
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“We learn from

failure, not from

|II

SUCCeSsS
- Bram Stoker
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OO

“Tabletop
scenarios are
about a safe s e
place to fail.”
- James Bore
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Fully scripted

Re-
enactment Ber'un of a genuine
incident
Partly scripted
Number of pathways
available
Unscripted
Lazy
approach Almost complete
freedom

Different
approaches
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Building a scenario

e Pick an idea e Who's e What e What limits e Have
about what’s involved? consequences are in place? someone not
happened e Which teams? will happen Are budgets taking part to
S el anyway? limited? take detailed
stakeholders? What s time notes
consequences limited?
only happen if Are resources
a bad choice limited?
is made?
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Audience Q&A Session

(D Start presenting to display the audience questions on this slide.



Remember

e We learn from failure
* Tabletops are a safe place to fail
e Safe does not mean stress free
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