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Chris Good

Chris is a hands-on IT & change leader
with extensive commercial
experience across multiple industries.

He is a specialist in designing and
implementing optimal multi-sourced
operating models founded in his
broad understanding of service
management and project and
portfolio management practices.
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Challenge

The UK's leading pet care business experienced rapid growth during and post-Covid
through acquisition, joint-ventures, and condensed sales growth. This led to an
increasingly complex technology landscape with an amplified reliance on technology.
Our client had a heightened focus on reducing technical debt and improving resiliency.

The following methodology was used to help address this challenge:

To accelerate delivery and enable self-sufficiency, we take the following four-step approach:

1

4.
Enable self-
sufficiency

&

3.
Deliver

Know what
good looks
like

7
.é’
5

2.
Define delivery
pathways

1.
Assess
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Approach

2 | IT Service Criticality 4 |IT Service Risk 6 | Continual
Assessment Assessments Improvement
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1 | IT Service 3 | IT Service 5]1IT Sgrvice !iisk
Catalogue Mapping Reduction Project
Portfolio
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Approach Best practice blueprints

To understand an organisation’s IT Service risk,
there must first be a clear grasp of the IT
Services provided and their business purpose.

Best achieved by having a robust and well
architected IT Service Catalogue taking info
consideration the different types of IT Service.

IT Service
Catalogue Tip - ensure every IT Service aligns to the

definition of an IT Service.
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The seven IT Service categories

IT Service
Catalogue

Service
Name

Description
&
Example

Service
Boundary

Service
Commitments

Business
Application
Services

The consumer
visible aspects of
an Application
(e.g. Company
Website, HR
System, Accounts
Payable, ERP,
Email).

The app(s),
databases, servers
and DC power
that underpin the
Service.

Based on the
availability and
reliability of the

Service.

Enabling
Component

Business Processes

P
Location

Connectivity
Services

The connectivity /
utility services
within a location
(e.g. City x
Building Y
network) that
enables supports
internal and
external
customers.

The tech.
connecting to, &
within, a location

(e.g. network,
power, etc.)

Based on the
availability and
reliability of the

Service.

Enabling
Component

3.
Location
Equipment
Services

The equipment
(e.g. printers,
etc.) within a

location (incl. a

vehicle) that is

used by internal
consumers.

The specific
item/device or
logical grouping
of devices.

Based on the
time to respond
and resolve any

Incidents

=l

Enabling
Component

4.
User
Assigned
Services

The workplace
devices (e.g.
laptop, tablet,
mobile phone,
body
camera etc.) and
workstation
installed software
(e.g. M365)
assigned to
specific users.

The specific
item/device (or
group per
location) only.

Based on the
time to respond
and resolve any

Incidents

[

Enabling
Component

Incidents Can Be Raised Against These

5.
Automated
Report &
Data Feed
Services

The visible
standalone
reports and/or
data feeds that
are
automatically
provided to
consumers (e.g.
pricing feed to a
marketplace)

Up to the point
the report/data
feedis sent.

Based on
fimeliness of
delivery and

completeness of
data.

Enabling
Component

6.
Department
Functional
Services

The Business
Processes
operated by IT
that provide
ongoing
functional outco
mes directly to
customers (e.g. IT
Service Desk or
TOC)

Specific to each
Service.

Based on the
specific process
KPIs (e.g. ITSD =
first line fix rates).

Straight
through

0. Team Run Services (Reference Catalogues)

Service Requests

7.
Requestable
Services

The products and
services
requested by
consumers (e.g.
laptop, email
accounts, body
camera, etc.)
which are
subsequently
fulfilled by IT/OT.

The act of raising,
processing and
fulfilling the
request.

Based on the
time to respond
and fulfil each
request.

Customer
visible RSs

masonadvisory



2 |
IT Service Criticality
Assessment
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Approach

Define criteria and scoring mechanism to
objectively quantify the importance of each IT
Service to the business.

Apply a tiering system to group and prioritise
services accordingly.

Each ftier will result in different service design,
cost and management approach.

Now focus on the most critical IT Services

Chartered
Institute
for IT

Best practice blueprints

Service Hours a)
Availability 24x7x52
U Tla
99.99% 0.14 mins
2. 2a
99% 14.4 mins
3. 3a
98% 28.8 mins
4. 4a
95% 7@mins

Criticality Assessment

b RS) d
03:00 fo 22):00 X 365 g;"s:: g:zgg :: fizgg Mon-Fri: oa:{ao to 18:00

1b 1c 1d

0.11 mins 0.08 mins (avg) 0.06 mins
2b 2c 2d

11.4 mins 7.7 mins (avg) 6 mins
3b 3c 3d

22.8 mins 15.4 mins (avg) 12 mins
4b 4c 4d

57 mins 38.5 mins (avg) 30 mins
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IT Service Mapping
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Approach

For each critical IT Service, complete a Service
Mapping, showing all components that
underpin an IT Service.

Achieved through physical and virtual data
discoveries, resulting in a visualisation of the
configuration items making up that service.

Tip — add output to your CMDB and place
under change conftrol as part of your Change
Enablement Practice and automated
discovery procedures.

Chartered
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Best practice blueprints

Internal
=) Customer Layer

IT Service Layer _ In!

o Layer (€7 Senice e

Component
Mapping

masonadvisory



4 |
IT Service Risk
Assessments
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Approach Best practice blueprints

With a clear view of what underpins an IT
Service, effective service risk assessments can
be completed.

Risk assessment criteria

Details Ri

isk
TopLevel | Date | Risk | RiskCouse | MSkEwert | pisk Effect
nnnnnnnnnnnn Raised | Ownor | (asresultor.) | 2RI | recunginy

- - - - - - - - v - - - - - [F]

1| Risk Title | o, 1op bevel | Date | Tisk - FiskCabse | fhefolowing | oxerto | a | b | e | a |Faciies| m | HR | Finance

Assess each component in relation to key

criteria:

1. technical and data resiliency,

2. monitoring and alerting capability, IT Service Resiiency Risk Timeline

3. support structure effectiveness and ! oo e
4. service continuity/disaster recovery

capability.

Likelihood x Impact

Results should align to a holistic view of risk for
each IT Service with weaknesses quantified,
improvements identified, and opportunities
categorised by priority.
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Approach

Size each prioritised risk reduction /
improvement opportunity to create a portfolio
of recommended risk reduction projects.

Each project had a clear business case, with
an underlying risk-centric view to inform IT
5| requirements and strategy.

IT Service Risk

Reduction Portfolio Ensured finite resources were focused on

highest value projects (critical IT Services), all
aimed at improving the organisation’s risk
posture and improve resiliency.

Commercial in confidence
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Best practice blueprints

Group Risk Dashboard
1

2 3 4
- Impact (Censequ @
1

Likelihood
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Risk Initiative
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Continual
Improvement
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Approach

To help embed these practices into everyday

procedures, review the IT Operating Model with
a risk lens in mind.

This enables the identification of key IT Service
Management Practice gaps to be addressed
to optimise ways of working and further

maximise risk reduction as part of everyday
delivery.
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Best practice blueprints

Detail Risk Business Units Affected
Risk Ev
Fisk Title | . Ton Level ® [ Rlisk Causs | i fofi RiskEffect | ]y | o | 4 |Faciies s
sk Category Raised | O (a0 aresultof.) {resulting ]
ey happen ) =
Probabilty
= 2 Possibie 7. Very Likely
S 3. Unlikely (25-74%) (75%-99%)
Impact (o (424%) Eiher 2) Has never occurred but i | Either 2) Has never occurred but s
(0profi)  within next 2-5 years, or o) | ey years,or b) Has
. s el s el to o
toght do 50 again within next 2-5 years years
3 2
1. Critcal (-£1m) Medum
2.Serious (£05-£1m) Medim Medium
3. Moderate (€0.1m-£0.5m) Low Low Medium
4. Negligable (<£0.1m) Low Low Low Med
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Video: Retail showcase

Video Duration: 02:11
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Summary - Reducing Risk? Start with your IT Service Catalogue

+
-
-
-~
N+
+

A clear and well-maintained IT Service Catalogue is the key starting point when assessing IT Service risk (as well as
all aspects of managing IT Services)

Ensuring all (or at minimum, critical) services have the appropriate Service Mapping enables a fact-based risk
assessment to be completed for each underpinning component

Executing the identified risk reduction initiatives will address those risks at a point in time. Embedding effective risk
management intfo every day operations ensures IT service risk remains within an organisation's risk appetite.

Although tooling, including discovery and service mapping, can help maintain or reduce risk positions, they are
not fundamental to make a meaningful start to increasing your service resiliency profiles

% B B B
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