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“The ability for machines 
to accomplish complex 
goals”

AI is a tool



Why Now?
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1500 years human experience in a few 
hours of training.

“I can’t disguise my satisfaction that it 
plays with a very dynamic style, much like 
my own!"

Garry Kasparov



Where are we now?
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Healthcare

� AI detected lung 
cancer 5% more 
often than experts.

� 11% more likely to 
reduce false 
positives.

Google’s lung cancer detection AI outperforms 6 human radiologists | VentureBeat

https://venturebeat.com/ai/googles-lung-cancer-detection-ai-outperforms-6-human-radiologists/
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History

Vincent Van Gogh Alexander The Great Napoleon Bonaparte

William Shakespeare Wolfgang Amadeus Mozart Henry VIII

I Used AI To Find Out What These 21 Historical Figures Would Look Like In Modern Times | Bored Panda

https://www.boredpanda.com/digital-art-ai-artificial-intelligence-historical-figures-modern-times/?utm_source=google&utm_medium=organic&utm_campaign=organic
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�Anomaly Detection: Identifying suspicious behaviour using 
unsupervised machine learning to flag novel attack patterns 
for further investigation. 

�Threat Detection: Supervised algorithms using labelled 
data of known threats. For example, classifying DNS 
requests made to algorithmically generated domains – a 
strong indicator of malware infection.

�Automated Security Response: AI can enable real-time 
defence to a sensed threat. Where defensive strategies are 
unclear, simulation and modelling can help derive new 
techniques to counter attacks.

�Conceptual Knowledge: Bridging the gap between AI 
systems and human experts by providing insight into data 
classification results.

�Visual Analytics: Graph-based visual analytics provide 
analysts with a quick and accessible means of identifying 
heuristic patterns in data.

Automated Detection and Response



Nexus Graph Analytics

▪ Our Nexus software model relationships that 
exist in data and allow resultant graphs to be 
visually explored by analysts. 

▪ Underpinned by AI-based big data analytics 
techniques it preserves the most salient aspects 
of data before pushing to analysts to triage within 
context. 

▪ Network events labelled as anomalies using 
novel methods using neural network embeddings 
are being analysed for significance by an analyst. 

▪ Security operations teams are able to discern 
simply suspicious activity from that which is truly 
malicious. 



Dragnet – Newly Registered Domains
25

Phishing groups register spoofed domains to mimic the 
organisation(s) they are targeting.

Relying on a passing familiarity to known brands, we can 
use proprietary feature extraction and clustering to detect 
likely malicious domains – before they have a chance to be 
used.

Value demonstrated and in pipeline for operational 
deployment within BT. We are also exploring revenue 
opportunities with the ThreatCo customers.
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On average, it takes 4.13 days for malicious 
domains to be identified on Virus Total but can be 

as many as 39 days (so far)!

20.3% of malicious domains were incorrectly 
marked as harmless on Virus Total.

On average it took 15 days for this to be corrected.

BT Group PowerPoint    | 27

Virus Total combines intel from: 
Comodo, Crowdstrike, Fireye, Fortinet, Google, Kaspersky, Malwarebytes, McAffee, Microsoft, Palo 
Alto, Panda, Trend Micro and hundreds of others.

We’ve been using Virus Total to validate domains we believe to be malicious.

Dragnet Evaluation
Malicious Domains Feed



Automated Response - The Vision

Traditional Security 
Response (Manual)

SOAR Tools Inflame
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Threat Simulation Threat AwarenessThreat Response



Decision Making – Novel Solutions

OpenAI Hide and Seek (2019)
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AI is being used to defend against 
new threats…
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…but it’s also being used to create new 
threats we need to defend against.



AI-driven Cyber Attacks

Social Engineering

Automated spear-phishing

Reconnaissance

Discovery of high-value assets

Strategic Planning

Efficient AI-planned attacks

AI-Generated Malware

Enhanced propagation

Assistance

Generation of commands

Stealth

Deception and decoy attacks



Generative AI

Recent progress in generating synthetic data

Increasingly realistic synthetic faces generated by variations on Generative Adversarial Networks (GANs). In order, the images are 
from papers by Goodfellow et al. (2014), Radford et al. (2015), Liu and Tuzel (2016), and Karras et al. (2017).



Deepfakes

“… deepfakes and real images will 
become indistinguishable, even 
to high-quality detectors.”

“Artificial Intelligence, Deepfakes and Disinformation”, RAND, July 
2022

Next-gen upgrade for disinformation

OpenAI Sora. Prompt: The camera follows behind a white vintage SUV with a black roof rack 

as it speeds up a steep dirt road surrounded by pine trees on a steep mountain slope…



AI is a key factor in empowering nation states

“Intelligence supremacy will be the core of 
future warfare” and that “AI may completely 
change the current command structure, which 
is dominated by humans” to one that is 
dominated by an “AI cluster.” 

“China’s government sees AI 
as a promising military 
‘leapfrog development’ 
opportunity” 



AI & Deterrence

Manned systems better for deterrence than unmanned 
ones. 

Widespread AI and autonomous systems could lead to 
inadvertent escalation and crisis instability.

Machines will likely be worse at understanding the human 
signalling involved in deterrence, especially de-escalation. 

AI increases the risk of escalation

“We expect artificial intelligence (AI) and 
autonomous systems to significantly change the 
future battlefield.” 
2020 RAND Report: Deterrence in the Age of Thinking Machines
https://www.rand.org/pubs/research_reports/RR2797.html 

https://www.rand.org/pubs/research_reports/RR2797.html


What is AI thinking?

� Generalised AI is still some way off.

� AI makes mistakes and will continue 
to do so.

� Humans are needed to validate 
these.

� AI is necessary, already 
omnipresent, but should it be fully 
automatic?

Human and AI collaboration is key



Intelligence Augmentation

Machine-led Human-led

Interactive 
Visualisat ion

Automated 
Processing

Validation 
and Triage

Visual Analytics



Summary

�AI is a tool; we need to steer its design and 
application.

�AI is helping us defend against threats, but 
we need to be aware of the risks associated 
with AI.

�The future of AI is yet to be determined, 
but it’s accelerating rapidly.
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"The true power of AI lies not in 
replacing human potential, but in 
amplifying it to unprecedented heights, 
inspiring us to reach new frontiers of 
innovation, understanding, and 
compassion."
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ChatGPT, AI



Any Questions?
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