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The Vision

Computer software contains no more errors

Presenter
Presentation Notes
My earliest vision for the science of computing was conceived when I first started work in 1960 as a programmer for a small computer manufacturer.  I learnt the decimal machine code for our big and incredibly powerful and amazingly cheap computers; I loved my job of writing small programs for the computer’s small library; but I found when I ran my programs that they contained a lot of the stupidest little mistakes, and some big ones too. These had to be removed by laborious de-bugging, which took longer than writing the program.  I wished there were a magic wand that one could wave over my coding sheets, so that they would contain no more errors.  



The Vision

Computer software contains no more errors
– it is the most reliable component of any 

device that contains it

Presenter
Presentation Notes
The computers delivered by my Company were incredibly reliable.  Sometimes they would run for a weeks or months without a fault.  When a fault was detected, our maintenance engineer would be called out to replace a faulty transistor or ferrite core.  But after I joined the Company, this no longer happened, because most of the faults detected by customers were programming errors rather than hardware faults.  If only we had that magic wand, the software would be the most reliable rather than the least reliable component of the whole system.



The Vision

Computer software contains no more errors
– software is the most reliable component of 

any device that contains it

Programmers make no more mistakes

Presenter
Presentation Notes
But of course there is no magic wand.  The only way of achieving my vision of reliable software is that programmers themselves make no more mistakes.





The Vision

Computer software contains no more errors
– software is the most reliable component of any 

device that contains it

Programmers make no more mistakes
– programs work the first time that they run
– and forever after, even when changed

.

Presenter
Presentation Notes
The programs that they write work perfectly the very first time that they are submitted to test; and when they are delivered, they continue to run correctly forever after.  If the program is improved after delivery, or adapted to meet new needs, the changed program also works immediately, and forever after. 









The Vision

• Programming is an Engineering discipline

Presenter
Presentation Notes
I moved from industrial employment to academic life in 1968.  The Queen’s University in Belfast had a flourishing Engineering Faculty, with departments of Mechanical, Civil, Aeronautical and Marine Engineering.  My task was to initiate degree programmes in Computing; and my ambition was to match the principles and practices of engineering, and earn the academic status of the longer established engineering disciplines.  



The Vision

• Programming is an Engineering discipline
– respected for its delivered benefits
– and for its foundation on basic science

Presenter
Presentation Notes
The respect which Society accords to engineers is primarily based on the benefits reaped in engineering application; and the greater part of engineering research is rightly devoted to extending these benefits.  But engineers also engage in exploring and extending the basic science which underlies the practice of their branch of engineering.  I resolved to make this the target of my own research; and I justified my choice by the expectation that it was very long-term research, which would occupy me for the whole of my academic career.  This was because I knew that the results of my research would not find industrial exploitation until after I had retired from academic life, some thirty years ahead.



The Vision

• Software is a branch of Engineering
– respected for its delivered benefits
– and its foundation on basic science

• Computing is a branch of pure science

Presenter
Presentation Notes
I resolved to make this the target of my own research; and I justified my choice by the expectation that this would be very long-term research, which would occupy me for the whole of my academic career.  My reason was because I knew that the results of my research would not find industrial exploitation until after I had retired from academic life, some thirty years ahead.



The Vision

• Software is a branch of Engineering
– respected for its delivered benefits
– and for its foundation on basic science

• The basic science of computing
– has the same ideals and goals, as all other 

branches of pure science
– and uses the same methods
– theory supported by experiment.

Presenter
Presentation Notes
I embraced the scientific ideals of excellence; I pursued the goal of answering the most fundamental questions; I wanted to discover and formulate the most general laws covering computer programs.  I started to adopt the standard methods  of pure science, the formulation of mathematical theory, supported by experiments of its application to interesting programs.     



The Insight

• Computer programs are mathematical 
formulae
– they do not suffer from rust, fatigue, wear, 

decay, pollution,…
• Their correctness is a mathematical 

conjecture
– to be proved by logic and calculation
– checked by the computer itself

Presenter
Presentation Notes
My fundamental insight was that a computer program was a mathematical formula, which describes precisely the process of its own execution.  Like a mathematical formula, software is not subject to any of the problems that afflict the hardware.  Software does not rust, it does not fatigue, it does not wear out, it does not get clogged with dust, and it does not erode from pollution. The only source of failure is the errors that are inserted into it by the programmers, right from the beginning.  



The second part of the insight is that the program as a formula contains all the information necessary for deducing all the observable consequences of its execution.  It is therefore possible to prove by logical calculation and reasoning, that all of these consequences are as we would want them, and that every execution of the program will be free of error.

Our confidence in the correctness of computer programs is as justified as our confidence in the correctness of a theorem of geometry or mathematics. 



The third part of the insight is that the proof itself can in principle be checked by computer, even before the program is first executed.  Our certainty of correctness is then as great as can be achieved by mortal man. 







Acknowledgements

• Aristotle
• Euclid
• Leibnitz
• Frege
• Russell
• von Neumann
• Turing

Presenter
Presentation Notes
These insights have a long and honourable history.  Aristotle first realised that it was possible to distinguish valid reasoning from invalid by application of simple rules, the twelve modes of the syllogism.  Euclid provided a basic foundation for the important practice of land measurement, and codified the basic theory in five axioms, from which many useful consequences could be deduced.  Leibnitz had the insight that the rules of mathematical proof could be reduced to calculation, of a kind that could be performed by machine.  Frege formalised the predicate calculus as the pattern of all mathematical reasoning.  Russell showed that the axioms of set theory were strong enough to prove all the axioms of the current branches of mathematics.  von Neumann, the inventor of the standard sequential computer architecture, also refined the axioms of set theory, and invented the assertional method for proving the correctness of programs.  Turing was the co-inventor of assertions; he also put forward the vision of artificial intelligence, including the ability to reason and argue as well as a human being.



The Science of Computing

is a branch of basic  science

Presenter
Presentation Notes
In the remainder of this talk I only want to substantiate my claim that the science of computing is a branch of basic science.  Because this claim gives the only grounds for my hope that my vision will ever be realised.



Basic Science

• answers fundamental questions
• pursues scientific ideals
• formalises unifying theories

– expressed in the language of mathematics
• accumulates convincing evidence

– by repeatable scientific experiment
• develops powerful tools and apparatus

– for use by other scientists and engineers

Presenter
Presentation Notes
Here is a summary of the properties by which you can distinguish a branch of pure or basic science.  I claim that the Science of computing displays all of these properties.  



Basic Science

is driven by curiosity
to answer simple questions:

What does it do?
How does it work?
Why does it work?
How do we know?

whatever it  is – a plant, an animal, a car,...

Presenter
Presentation Notes
The fundamental property of basic science is that it is driven by curiosity to answer the most fundamental questions about its particular subject of study, say a plant for a biologist or an animal for a biologist or a car for a mechanical engineer.



The earliest phase in the progress of science is descriptive, and list the observable properties and behaviour of the subject.  The second phase is more intrusive, and explores the internal structure of the subject, to discover how it works.  Next, a science moves on from description to a theory which explains how and why the internal structure causes the external behaviour.   Finally, the scientist devotes most energy to the collection of convincing evidence for the validity and applicability of the theory.



Questions about programs

• What does it do?
– answered by its behavioural specification

• How does it work?
– answered by its internal interface contracts

• Why does it work?
– answered by programming theory

• How do we know?
– confirmed by logical/mathematical proof

Presenter
Presentation Notes
The subject of study for the basic science of computing is the computer program.  A description of its externally useful behaviour is given by its specification.  A description of the internal structure of a program is given by splitting it into parts, with interface contracts, describing the way in which each of its components work, and how they interact.  The question of why the program works is answered by the theory of programming, which underlies the semantics of the relevant programming language.  And finally, How do we know that the answers to all the previous questions is correct?  The confirmation is given by mathematical calculations and logical proof, increasingly carried out by software tools on the computer itself.  As a result, the correctness of computer programs will be as certain as the truth of mathematical theorems, whose proof has been checked by computer.  It is the highest degree of certaintly achievable by mortal man.



Ideals in Basic Science

Physics: accuracy of measurement
Chemistry: purity of materials

pursued for the benefit of other scientists
for the sake of scientific glory
far in advance of commercial need

Presenter
Presentation Notes
�Basic science is driven by scientific ideals.  One such ideal is that of accurate measurement of physical quantities --  time, distance, mass, energy, etc.  If something can be measured to 99.99 percent accuracy, the physicist wants to add another nine to the fraction.  If materials of 99.99 percent purity are obtainable, the chemist also wants to add another 9.  These ideals are pursued for their own sake, far in advance of any prospect for commercial exploitation.

The reward is the scientific glory of an achievement that will be used with acknowledgement by other scientists from then on, or until a rival scientist adds another nine.  The motivating force is similar to that of a sportsman, who wishes to establish a record that will stand for as long as possible.



Ideals in Basic Science

Physics: accuracy of measurement
Chemistry: purity of materials
Computing Science: zero defect programs
pursued for the benefit of other scientists
for the sake of scientific glory
far in advance of commercial need

Presenter
Presentation Notes
The ideal of programs that are totally free from error is that which similarly drives research into the theory of programming.  Widespread commercial application is still very far off.  Attempts at premature commercialisation have had negative effects.  It is actually more efficient to allow pure scientists to ignore commercial concerns and concentrate on their scientific ideals.



Ideals in the professions

• health for the doctor
• justice for the lawyer
• correctness for the programmer
• professional ideals  contribute to Society’s 

confidence in the integrity of  the 
profession.



Unifying theory 

• basic science seeks unifying theories
– the four fundamental forces of physics

• explaining diverse phenomena
– gravitation in planets and apples on trees

• supported by evidence
– accumulated from all the unified theories

Presenter
Presentation Notes
The goal of basic science is to formulate theories that are as general as possible, in the sense that they cover a widely diverse range of phenomena.  Often these phenomena have already been explained by previously discovered but more specific theories, which are shown to be useful special cases of the unifying theory.  



The strong motivation for unifying theories is that a unified theory is supported by all the evidence that has been accumulated in favour of any the theories that it unifies.  Furthermore, all the individual theories immediately share this increased credibility.  A theory that applies equally to the path of planets in the sky and the trajectory of apples falling to earth is almost impossible to disbelieve.





Unifying Theory of programing

• formalises our understanding of 
– objects, pointers, exceptions, 
– classes, methods, interfaces, inheritance,
– concurrency, weak memory models, 
– distribution, communication, 
– configuration and reconfiguration
– transactions, queries, spreadsheets, ...

Presenter
Presentation Notes
Since I started my research on program verification in 1968, standard programming languages have got a great deal more complicated, and so have the programs written in them. Fortunately, research in formal methods has provided a wealth of theories which deal with the phenomena listed on this slide, both individually and in combination.



In programming theory, the goal of unification is fully justified as a scientific goal in its own right.  It has also the additional justification, that it provides a common foundation for a suite of design automation tools for software engineering. Unification of theory offers our only assurance that errors will not creep into the interfaces between the individual tools. 



Unifying Theory of programming

• extends to many languages
– functional and procedural, 
– data base and query,
– spreadsheets and scripting, 
– special-purpose, application-dependent
– specification and design

Presenter
Presentation Notes
Many of today’s large software systems are built as an assembly of programs and packages written in a variety of programming notations.  They include functional languages, procedural languages, data base languages, query languages, spreadsheets, scripting languages, as well as a range of special-purpose and application-dependent languages which are implemented by program generators.  A unifying theory will have to apply to all these languages, and so enable programmers to avoid the errors that creep into the interfaces between the components of a multi-language system.  



Diversity of application

• theory tested by experiments on 
– web services, desktop applications,
– compilers, linkers, program generators,
– common base libraries,
– OS kernels, drivers, file systems,
– embedded control systems, 
– smart cards, remotes, cell-phones,...

Presenter
Presentation Notes
The great advantage of a unifying theory is that it  has a wider range of application than any of the theories that it unifies.  In programming, the goal is to cover the entire range of programs which make our modern computers so useful.  This slide shows a list of the kind of program which will be covered by a unifying theory.  Each class of program may benefit from a more specialised and more practical theory; but this must be derivable from the general theory by mathematical proof.



Experimental Verification

• will establish relevant properties
– no overflow, no exceptions, no memory leak
– no deadlock, no race conditions, no looping
– no violation of interface contracts/protocols
– in the ideal: total functional correctness

• on varying scales
– laboratory models, realistic programs
– parts of real systems

Presenter
Presentation Notes
Like other scientific theories, a theory of programming must be supported by massive experimental evidence of its applicability to the phenomena of the real world.  Each experiment applies the theory to the verification of some relevant property of a realistic program.  Initially the properties will be simple, perhaps just the absence of certain overflow conditions.  Initially, the programs will be small, like laboratory models in other branches of science.  But eventually, the scale of the experiment will increase towards that of real programs, and the proven properties will be stronger, culminating in total correctness with respect to specification.  



Software Engineering Toolsets

• based on unified theory
• covering all aspects of program lifecycle

– domain models, requirements, specifications,
– program generation, patterns, re-use, 
– architectures, designs, interfaces, 
– coding, inspections, testing, delivery,
– maintenance, modification, evolution,
– de-commissioning,...

Presenter
Presentation Notes
When sufficient experimental evidence has accumulated, the theories will be embodied in a suite of Design Automation tools for software engineering.  Each tool will be specialised for use at a different stage in the program life cycle, as shown on this slide.



Big Science

• Projects in big science
– last for decades,
– involve thousands of scientists,
– theorists, tool-builders, experimenters
– pursuing a coherent vision
– for the advancement of science.

Presenter
Presentation Notes
In the early days of any branch of science, the initial steps are taken by brilliant individuals working alone.  Later, the scale of the subject requires co-operation of teams of scientists working in the same laboratory.  But now the most significant progress in science is being achieved by worldwide and long-term collaboration of scientists inspired by a common vision.  





 



Big Science

• Physicists build colliders
• Astronomers build telescopes
• Biologists decode the human genome.
• Computer Scientists?

– will we rise to the challenge?

Presenter
Presentation Notes
That is how physicists build super-colliders, astronomers build telescopes, and biologists decode the human genome.  I wonder whether the time has come for certain kinds of basic research in computing science to follow the example of the established big sciences.  Certainly, the achievement of my vision depends on a collaboration of theorists, tool-builders, and experimenters on a scale that we have not yet seen in our subject.

  





 



if we do…

Software will contain no more errors
– than any other engineering product

Programmers will make no more mistakes
– than any other professional engineer

Presenter
Presentation Notes
My visions for the future of software will never be realised.  That is why they are called visions.  So let me end with a more realistic hope of what might actually be achieved by the concerted effort of theorists, tool-builders and experimentalists in the first half of the twenty-first century.  I think it is reasonable to hope that some time between 2020 and 2050, delivered software will contain no more errors than any other engineering project.  By that time, programmers will make no more mistakes than any other professional engineer.  This is a much more modest hope, but it is still very far from the present state of the art.  It is a hope that can be achieved by the advancement of the basic science of computing, which is driven by pursuit of an even more impossible vision.





The Hope (2020 – 2050?)

Software will contain no more errors
– than any other engineering product

Programmers will make no more mistakes
– than any other professional engineer

Cost of program error will be reduced
– saving $10 billion per year, worldwide

Presenter
Presentation Notes


Oh, I forgot to mention the matter of money.  If my hopes are realised, we will save a substantial sum of the present world-wide cost of program testing and error.   I suggest something of the order of ten billion dollars a year.  It will then be recognised that research into the foundations of computer science will be like research into other branches of basic science, that it has delivered good value for money.



$100 billion (approx)

the world-wide annual cost of software error.
60% falls on developers, 40% on users.

Estimate based on survey of US industry
Planning report 02-03, prepared by NIST for
US Department of Commerce, May 2002
‘The economic impacts of inadequate 

infrastructure for software testing.’

Presenter
Presentation Notes
My estimate is based on a recent report from the US Department of Commerce.  It commissioned a survey under the strange title ‘The Economic Impacts of Inadequate Infrastructure for Software Testing’.  The survey included estimates from a questionnaire filled by four of the major US industrial sectors – Automotive, Aerospace, Transportation and financial services.  The total cost to the US economy alone for 2002 was between $23 billion and $60 billion per year. I have conservatively rounded up this figure to one hundred billion, to cover the costs suffered in the whole of the developed world.  



The larger part of the cost falls not upon the producers of the software but upon the users – who pay anyway for the producer’s costs.  The user cost includes the cost of work-arounds, enabling them to live with errors without correcting them, and the cost of precautions taken against the consequential effects of potential errors that never actually happen.

So I hope we can save $6 per year for each of a billion users of computers, and $400 per year for each of ten million IT professionals, who write or modify computer programs.
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